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EXECUTIVE
SUMMARY

The European Union has set itself the goal of achie-
ving its own “digital sovereignty”. This is but one
of several reasons why it is particularly interesting
to study the ongoing attempt by European govern-
ments and the EU to regain an active role in the di-
gital revolution, to develop a new type of industrial
policy, and to intervene through political decisions
on technological development itself. And these re-
asons also have to do with the context in which the
European initiative is taking shape.

Indeed, a number of new infrastructure technologies
are currently being designed and rolled out. Cloud
computing, the Internet of Things, 5G, and Artificial
Intelligence constitute the core of these new tech-
nological systems. Collectively, they represent the
advent of a new stage of the digital revolution, whi-
ch is destined to have a radical impact on all activi-
ties, economic sectors, organisations and political
institutions themselves.

Added to this is a clear return of public intervention
in the governance of technological and economic
development. This is the result of the importance
of these new infrastructure technologies, the explo-
sion of geopolitical competition between the US and
China over the control of these new technological
frontiers, and the crisis of neoliberal globalisation.

There is one last reason why this subject deserves
particular attention. In this new phase of the digi-
tal revolution, new forms of governance will be te-
sted and established to address the multiple chal-
lenges of this same technological, economic and
political transition.

*kkk%

To understand the nature of this transition and the
characteristics and limitations of the European initia-
tive, this essay analyses European policiesin the field
of cloud computing. Cloud computing is the most
mature of these technologies and its deployment is
already on the agenda of all major governments. ltis
also a paradigmatic infrastructure, in the sense that
it incorporates multiple characteristics exemplary
of this phase of transition in digital transformation
and of the main technologies that are promoting it.
It represents the shift to an infrastructure-like use
and consumption of digital and computational te-
chnologies. It is an enabling infrastructure for the

transition to a society based on the intensive exploi-
tation of data and computational capabilities. It is
an infrastructure whose introduction destabilises
and reconfigures the modes of operation and even
the boundaries of economic sectors, organisations,
and institutions. Finally, it is an infrastructure that is
extremely complex, in its components and archi-
tecture, and subject to constant dynamism. All the-
se characteristics make it emblematic and, likewi-
se, impart a push toward the introduction of new
forms of governance.

*kkk%k%

The EU identified the importance of this shift to
cloud computing back in 2012. And in the 2019-24
parliament, regulatory activity and promotion of
initiatives has intensified. However, the EU has so
far failed to reverse the trend toward a deepening
of the structural dependence of the European eco-
nomy and public administrations on a few oligopo-
lies, mainly from the United States, who dominate
the cloud-computing market.

Still, there have been so many actions in recent ye-
ars that it has become difficult to maintain a cohe-
rent and up-to-date picture of the totality of these
initiatives, which often overlap, intervening into the
same issues. The second part of this essay is devo-
ted to putting all this material in order.

There are in fact four strategic statements, fifteen
pieces of legislation and at least eight initiatives
that directly or indirectly relate to cloud computing.

*kkk%k

The overall goal of all this activity can be encapsu-
lated in the notion of digital sovereignty. On closer
inspection, however, the notion of sovereignty has
taken on at least two distinct meanings. The first,
which is more classical (although it is asserted by
a Union of states) corresponds to the determina-
tion to regulate the digital sphere. The EU in this
sense is — along with China — the political system
that is pioneering new legislation in many areas of
digital development.

In contrast, the second meaning is more innovative,
and refers to the goal of preserving — forindividuals,
organisations, and governments — conditions of au-



tonomy, self-determination, and freedom of action
and choice within the new digital environments.

Concretely, the initiatives undertaken by the EU and
individual European governments operate along
three complementary lines of action.

*kkk%

The first is the regulation of the new digital platfor-
ms and critical infrastructures. It thus de facto reco-
gnises the nature of many digital technologies as
essential services. Regulations encompass multiple
subjects, given the critical and pervasive nature of
these infrastructures. They range from the protection
of users’ fundamental rights and the freeing of users
and businesses from unsupervised private rules, to
the introduction of transparency on algorithmic con-
tent moderation and prioritisation, and the intro-
duction of rules to ensure “sovereignty” over data,
or immunity from surveillance by non-European au-
thorities. On the economic side, the main concern is
to protect users and businesses from power asym-
metries vis-a-vis platforms and “gatekeepers”, and
the possibility of these latter committing abuses due
to their dominant position. The most ambitious goal
is to increase competition by beginning to break up
monopolistic positions, for example by mandating
the interoperability of services on these platforms.

*kkk%

The second line of action is industrial policy. Edge
computing and industrial data have been identified
as the two main opportunities for European indu-
stry. Edge computing is considered the next evolu-
tionary stage of cloud computing and is expected to
accompany the exponential increase in data flows
made possible by the Internet of Things and 5G.
In addition to being a new technological frontier,
edge computing requires a more decentralised ar-
chitecture for data and computational resources
and open communication protocols. Thus, it can
help advance the goal of disrupting the centralised,
closed and proprietary systems that currently mo-
nopolise cloud-computing service offerings. The
intensive use of data in industrial processes is a new
frontier, on which the EU aspires to build a leading
ecosystem of innovation based on its strength in tra-
ditional manufacturing, which potentially provides a
rich source of strategic data for the development of
innovative services.

In both areas, the EU aims at leveraging the size of
its market and its regulatory leadership to become a
“trustworthy” global standard-setter.

*kkk%

The third line of action is the preservation of security
and sovereignty over citizens’, businesses’ and go-

vernments’ most sensitive data. In the wake of the
pioneering GDPR, an important part of EU initiatives
and legislation has been dedicated to this goal, as in
the cases of Gaia-X, the EUCS under discussion wi-
thin ENISA, the European cybersecurity agency, the
new rules on the regulation of critical infrastructure,
and the new legislations on data governance. The
EU aspires to make these superior legal data-se-
curity guarantees its own competitive advantage
- and a tool to overcome the main barrier to cloud
adoption and data exploitation, namely the preva-
lent lack of trust among companies, citizens and
institutions. Second, these security requirements
can form the basis for making critical infrastructure
into a protected market in which to grow an auto-
nomous European industry and set of systems and
technology standards.

*kkk%k%

So, will the EU achieve digital sovereignty?

In the abstract, it is possible to glimpse the outlines
of atechnological, regulatory and industrial strategy
that advances toward the goal of achieving greater
European digital autonomy in cloud computing. The
outlines of this strategy are succinctly spelled out in
the Berlin Declaration of the 2020 European Coun-
cil. The principles on which that document relies for
building sovereign cloud infrastructures in Europe-
an public administrations are: interoperability, open
source, standardisation, and modularity.

The EU has also freed up significant resources with
the Next Generation EU fund, 20 percent of which
- about 160 billion euros - is prescribed to be dedi-
cated to investments in the digital sphere. Despite
this, the implementation of this strategy has been
uncertain and inconsistent.

The most critical step is the migration to cloud com-
puting of European administrations, due to the sca-
le of investments required and the need to preserve
the security of the most critical data, which has led
major European countries to exclude non-European
or non-domestic providers from their management.
This essay analyses the plans presented by ltaly,
France and Germany - the three largest European
economies - for migrating their administrations to
the cloud.

The main weaknesses that emerge are: a lack of cla-
rity on common objectives, the absence of coordi-
nation among European governments, and the lack
of an effective digital policy governance system. But
a further difficulty is posed by the highly innovative
nature of the industrial policy that the European stra-
tegy seems to require, due in part to the absence of
an autonomous European digital industry.

*kkkk%k



Overall, then, the new European digital policies
must be seen as an unfinished attempt.

What can we learn from this attempt?

In the third part of this essay, we answer this que-
stion, following what is perhaps the most original
insight followed by the European strategy: the spe-
cification of a set of design and technology develop-
ment principles as a guide for building sovereign
cloud-computing systems.

Those principles - interoperability, open source,
standardisation, modularity - are, on closer in-
spection, ones widely used in the construction of
software systems.

In this essay we propose to consider them as compo-
nents of a matrix that has come progressively to the
fore with the development of information and com-
munication technologies and software in particular.

*kkk%

What is behind this matrix’s success?

The main explanation is that these principles con-
stitute a set of strategies that respond to the need
to manage the increasing complexity, scale and in-
tegration of software systems, and their constant
dynamism. In turn, the adoption and use of these
principles has further facilitated the growth in the
complexity and dynamism of these systems.

Moreover, this matrix belongs to a new family of or-
ganisational forms that have become increasingly
important along with the development of the digital
revolution and which are notably different from the
ones typical of the Fordist era.

*kkk%

The main and most innovative of these principles is
Free and Open-Source Software (FOSS). It is, in fact,
a digital commons: its proprietary form allows anyo-
ne to use, study, modify and redistribute the softwa-
re. Despite this, it has taken a foreground role in the
production of software, i.e., the leading technology
of the digital revolution.

Moreover, its non-proprietary logic has expanded
and exerts a growing influence on the other princi-
ples and their governance models. This means that
already today - and predictably even more so in the
future - the core of digital infrastructure is developed
and regulated by nonmarket forms of governance,
which are based on novel forms of collaboration
and competition.

Moreover, one of the features of this matrix is that
it shapes but also eliminates markets and liberates

productivity according to a different logic. These
characteristics are among the most underestimated
aspects of the EU approach.

*kkk%k%

But what does it mean to find these principles of
technological design and development stated
as tools in a political document?

Primarily, it means two things. The first is that this
matrix offers new levers to govern digital ecosy-
stems. This is something with which Big Tech com-
panies are already familiar. What is new is that policy
is now beginning to test its use in regulating new di-
gital infrastructure and implementing a new kind of
industrial policy. We are still in the early stages and
in an experimental stage, but we can expect a gra-
dual acquisition of clarity, capacity and, in the futu-
re, more decisive actions based on these new tools.

*kkk%k%

The second, related implication is that we are en-
tering an important new phase of evolution in the
forms of governance of this matrix. If we look at the
trajectory of FOSS, two phases can be distinguished:
the first hegemonised by developer communities,
the second by enterprise adoption and new forms
of market competition. As a result of this trajectory,
a series of hybrid organisations and arrangements
have emerged. The most obvious example are the
large foundations that have sprung up within the
FOSS ecosystem. Governments’ organic entry into
this ecosystem heralds the advent of a new stage in
this evolution.

This is not a phenomenon limited to the European
case. Rather, it depends on the systemic and infra-
structural role that FOSS has come to play, the sco-
pe of latest digital technologies that are being de-
signed and implemented, and the intensification of
international competition.

*kkk%k

This means that in the near future we will see the
emergence of new forms of governance, which we
can call second-generation hybrids, which are likely
to play a much larger and even systemic role.

Although indicators pointing in this direction are
present in all initiatives promoted by the EU and
major European governments, a clear awareness
and explicit thematisation of this kind of challenge
is still lacking in European strategy.



INTRODUCTION:
WHAT GOVERNANCE
FOR DIGITAL
TRANSFORMATION?

The countries ofthe European Union have sofarfailed
toplayaleadingroleinthedigital revolution. Instead,
they have accumulated technological and economic
dependencies which - in the face of the accelerated
transformations produced by the latest generation
of digital technologies and the concentration of
power and wealth they are producing - risk compro-
mising both their autonomy and future prosperity.
This risk has led the European Union, in the current
legislature, to invest in a series of initiatives — legisla-
tive or otherwise —to improve EU’s digital autonomy.

This rethinking moreover takes place in a world in
which the Washington Consensus is fading, free-tra-
de principles and global supply chains are being de-
stabilised, and industrial policy, security imperatives
and protectionism are making a strong comeback,
especially on the most advanced frontiers of techno-
logical innovation (Sullivan, 2023a). Overall, for the
EU this means abandoning its laissez faire policy and
undertaking a radical reorganisation of its policies.
Thus, digital policy, in this context, is going to be
one critical testing ground for the EU's revived indu-
strial and technological policy ambitions (Prisecaru,
2019; Mazzucato & al., 2021; Terzi & al., 2022).

If we had to choose one term to summarise all the di-
gital policy initiatives undertaken in this legislature
by the European Union, the main watchword would
be “digital sovereignty”. This isa concept and a goal
that has been stated in a series of documents and de-
clarations of the European Parliament, the European
Commission and the European Council. However,
quite frankly, if we were to ask ourselves: in light of
all the initiatives undertaken, will the EU be able to
achieve its strategic autonomy in the digital sphere,
theshortanswerwould mostlikelybe: “no”. Thereare
far too many reasons for scepticism. The list is a long
one: the build-up of delays, previous failures, the ab-
sence of a robust digital ecosystem, an inadequate
governance system, political divisions, a divergen-
ce of interests, and a lack of geopolitical autonomy.

Yet, it is still worth trying to give a longer answer.
Because the EU is engaged in a challenge of great
significance. In fact, the entry of a constellation of
new general-purpose or infrastructural technologies
- such as Cloud computing, the Internet of Things,
5G, Al - will deepen and accelerate the digital tran-
sformation in the forms of production, in administra-
tive systems, and in practically every social activity.

And the next generation of digital technology sy-
stems that are currently being designed, developed
and implemented will require major innovations in
governance systems, if only because of their sco-
pe, scale, complexity and dynamism (Northrop
& al., 2006). Added to this, a new political clima-
te is forming, marked by the return of the political
will to govern technological development. In sum-
mary, we are entering a new phase of the digital
revolution (Castells, 2004; Perez, 2010), and in this
new phase it is very probable that new typologies
of governance systems are going to be tested
and take shape.

It is from this perspective, therefore, that it is most
interesting to investigate the constellation of initia-
tives that are marking the shift in EU digital policy.
That is, we ought to see it as a tentative and un-
completed attempt to address a new typology of
challenges for governance systems. Indeed, the
insufficient clarity about the nature of the challenge
ahead should be added to the long list of obstacles
that make it difficult to imagine European ambitions
being crowned with success.

The main objective of this essay is to delve into
this direction and help to better understand some
aspects of this challenge that is marking the advan-
ce of the digital revolution. To this end, we are going
to focus on one of these technological systems:
cloud computing. This is the most mature of the new
technological infrastructures today in the process of
being rolled out. In 2020, the EU presented a series
of strategic statements on digital policy and cloud
computing, aimed at improving its digital autonomy
(see Figure 6). Since then, it embarked on a new
path which has been supported by initiatives, funds
and legislation. In this area, as in others, the first le-
ver that the EU has identified to regain autonomy is
the regulatory instrument. The EU has 450 million ci-
tizens and is one of the world’s largest markets. Ac-
cording to some estimates, the EU market accounts
for 75 percent of the external markets for large US
technology companies, for example (Barker, 2020).
This gives it a powerful lever and, as we will see, the
EU is using it in an increasingly determined way. So
much so, that it has become difficult to maintain a
coherent and up-to-date picture of all the legislative
initiatives that are piling up. But even so, the regula-
tory instrument is hardly enough. Moving forward,
the EU is beginning to abandon its self-imposed



cage and leave behind laissez faire and the market
as the alibis behind which it has long managed to
avoid making tough policy decisions and innova-
tions in its system of governance.

Of course, what adds further complexity to the EU
initiative is that it takes place in the political context
of a union of states, each jealously maintaining its
own sovereignty. As if that was not enough, digital
policy is one of the most decentralised areas of poli-
cy, also internally in each of the nation-states. For the
EU this is a major challenge, which makes it extre-
mely difficult to design and maintain ambitious and
coherent European policies.

How will the EU cope with this? This is hardly clear at
this point. And, as we said, maintaining a sceptical at-
titude is more than reasonable. However, two points
appear clear enough at first glance. Realistically, EU
digital policy lacks several elements to make it an or-
ganic and successful strategy. At the same time, it is
undeniable that the EU has developed an ambitious
and innovative agenda in recent years. Overall, the
EU policy on cloud computing can be seen, preci-
sely, as an unfinished attempt to develop an innova-
tive industrial policy model for the large and com-
plex technological systems that characterise today's
digital technologies. And it is from this perspective
that we will examine the EU strategy for cloud com-
puting, in the concluding third part of this essay. The
goal will be to identify some distinctive characteristi-
cs that are likely to inform new types of governance
systems in the next phase of digital transformation.

The first two parts of this essay will be dedicated to
an effort of clarification and systematisation. In the
first part, we will make a brief introduction to cloud
computing. We will describe what it represents as
a new infrastructure and as a new approach to the
production of and access to digital services. We
will outline the main barriers to its adoption and the
main risks in terms of dependency, security and lock-
in that cloud computing poses for all types of orga-
nisations. We will hint at its potential transformative
impact on organisations and institutions, included
public administration, which represents a further
source of challenges and concerns. What is more,
cloud computing has an “enabling” function for the
ongoing data-driven shift in the economy and so-
ciety, which further explains its strategic importan-
ce. Finally, we will briefly describe the complexity
and dynamism that characterise cloud computing
technologies - as in general the current generation
of digital systems - which constitute a further chal-
lenge for the resurgent ambitions of industrial and
technological policy intervention.

In the second part, on the other hand, we will recon-
struct the motivations behind the evolution of EU di-
gital policy. We will clarify the double meaning that
“digital sovereignty” has taken on in EU documents:

as a desire to ensure compliance with the rules set
by the EU itself and as an aspiration to preserve the
freedom of EU citizens, governments and busines-
ses to act and decide in the new digital environmen-
ts. We will outline the main political and economic
concerns that have gradually led the EU to change
its approach and progressively abandon the laissez
faire philosophy in digital policy. We will then re-
construct in schematic form the abundant legislative
output and the other initiatives promoted by the EU
around cloud computing.

We will summarise and schematise the main features
of the European cloud-computing strategy as it has
taken shape during the current European legislature
and we will unpack the long-term competitive vision
which is guiding the initiatives: i.e. that of fostering
a strategic positioning of European industry in the
next generation of cloud-computing architectures
and in the future economy based on the exploita-
tion of industrial data. To conclude this part, we will
also mention the limitations that the first implemen-
tations of this strategy are encountering, looking at
European public administrations’ migration to the
cloud as the most critical step underway. Indeed, gi-
ven their scope and criticality, digital public-admi-
nistration systems represent the cradle or the grave
of European aspirations to digital autonomy. In the-
ory, we shall see, it should be possible to glimpse
the outlines of a strategy for this migration, which is
at the same time a technological, regulatory and in-
dustrial process. Yet, in reality, political hesitations
and unresolved structural weaknesses make the si-
tuation hardly encouraging for EU ambitions.

Finally, in the third part we will delve into what is
perhaps the most original feature of the EU's strate-
gy. Itis one particularaspect ofthe EU's digital strate-
gy on cloud computing. This is a group of principles
of architectural design and technological develop-
ment that the EU has identified as guiding, at least
in principle, its digital policy on cloud computing.
The principles, to which the EU has entrusted a si-
gnificant part of its chances of regaining digital stra-
tegic autonomy, are: open source software, stan-
dardisation, modularity, and interoperability.
In this final section we will frame these principles
as a matrix — and we will use this latter as a peculiar
lens through which to investigate still insufficient-
ly addressed innovations in governance systems.
To this end, we will explore the forces that have
brought this matrix of principles to the forefront in
digital technology, and not simply in EU policy.

In doing so, we will give a special importance to
FOSS as an innovative arrangement and institutional
approach to software production.



Free Software AND Open Source Software BOX1

Free and Open-Source Software is a protagonist in
the software scene and in cloud computing. It made
a long journey to reach this position. We will return
to some aspects of this journey in the third part of
this essay. For now, we shall offer a clarification on
the expression Free and Open-Source Software.

As a rule, this essay uses the broader, unified defi-
nition of Free and Open-Source Software and the
acronym FOSS. Sometimes, however, the definition
“Open-Source Software” and the corresponding
acronym OSS are instead used; they are today more
common, including in EU documents. The different
definitions originate from a split that occurred in the
late 1990s, promoted by a component of the Free
Software movement. The definition of Open Sour-
ce had the goal of “depoliticising” the movement's
image, with the aim of presenting the features of
Free Software in a more business-friendly way. At
the substantive level, the main difference is that the
Free Software movement remains more tied to the
use of the so-called “copyleft” clause introduced by
the General Public License, created by Richard Stal-
Iman, which requires maintaining the same type of
license even in derivative versions of software that
integrate, extend or modify software released under
this type of license.

Meanwhile, Open-Source component is friendlier
with the use of so-called “permissive” licenses, whi-
ch do not hinder any kind of use and evolution of the

The centrality given to FOSS is justified for two rea-
sons: its outstanding success in the core technology
of the digital revolution and its growing influence on
the evolution of the other principles of the matrix.
While we will refrain from proposing a one-size-fi-
ts-all or techno-determinist explanation, we will no-
netheless focus on the increasing complexity of digi-
tal systems as the main force that has propelled this
constellation of principles — and their growing en-
tanglement - to the forefront of digital technology
design and development. And further delving onto
the characteristics of this matrix, we will identify
some evolutionary trends and some emerging areas
of innovation in the governance of present (and pre-
dictably future) large and complex digital systems.

These innovations will revolve — according to our ar-
gument - around 1) a bolder use of this matrix as
a tool to manage the complexity and dynamism of
these systems, but also as a lever for the political and
economic governance of digital ecosystems; 2) the

software, evenifitis proprietary. Of course, in the lat-
ter case the software ceases to be defined and reco-
gnised as open-source, as it loses the essential cha-
racteristics, which also for open source remain the
4 freedoms originally defined by Richard Stallman.
On this fundamental definition, there is no differen-
ce. Free and Open-Source software, to be worthy of
the name, must guarantee the four basic freedoms
to use, study, modify, and redistribute the software.

These four characteristics constitute the universally
recognised criteria within FOSS for recognising a li-
cense as belonging to this definition The two main
organisations that oversee the compliance of diffe-
rent types of licenses with this definition are the Free
Software Foundation (FSF) and the Open Source Ini-
tiative (OSI). Although today the coexistence betwe-
en these two components of the FOSS movement
has lost its polemical connotations, it cannot be ru-
led out that the continued spread of the social use
of FOSS and the return of a “political” approach to
FOSS, albeit with different connotations from those
of the movement at its origins, may bring back to the
forefront the importance of the copyleft clause, for
the purposes of a more effective and equitable ma-
nagement of the benefits and burdens of FOSS and
a better handling of the contradictions generated
by its success.

(For more on this, see the third part of this essay)

recognition of the role of collaborative dynamics
as a central driver of wealth generation and of this
matrix asatool for both creating and eliminating mar-
kets; and finally 3) the emergence of tripartite sy-
stems of governance, which will have to recombine
the logic of markets, commons and public powers in
innovative ways, in a context of technological deve-
lopment which is going to be much more politicised.

Though, at an embryonic level, these innovations
can be seen sprouting behind many EU policy initia-
tives in the field of cloud computing, they still await
to be fully addressed in the EU vision and strategy.
Itis, in any case, around these areas - this will be our
concluding thesis - that we are likely to see a new
kind of public intervention and public policy take
shape, and, broadening the perspective further,
tackling these issues will constitute a critical com-
ponent of a new kind of mixed economy and a ter-
rain of competition between alternative systems in
future digital transformation.
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CLOUD COMPUTING
AS A UTILITY

But we should start with the basics. What does mi-
gration to cloud computing mean and imply?

In general, cloud computing refers to the pro-
vision of computing resources, such as servers,
storage, and applications, viathe Internet, rather
than on-premises (European Commission, 2012).

On an economic and organisational level, it is a shi-
ft to an infrastructural use of computing resources
of all kinds from networks to servers, from hardwa-
re to software applications, along the lines of other
utilities. It can be conceived as a transformation
similar to that experienced by factories in the 20th
century, when they stopped producing their energy
locally, with furnaces for example, and instead con-
nected to the electric grid. In this case, local servers
are replaced by an enormously scaled and indeed
much more centralised system (Gong & al., 2010).

This is the “public cloud” model, i.e. a cloud that is
shared by a generic audience and many users. But
there are also private cloud models, where servers,
services and data are shared only within a delimited
organisational boundary; and also hybrid systems
where the public and private models are variously
combined (Huth & Cebula, 2011).

In any case, the fundamental economic and organi-
sational principle of the cloud is based on the sharing
of resources and on their standardisation. Individual
organisations are freed from the need to invest in
local infrastructural resources and from having the
internal burden and expertise required to manage
them. It is basically a process of externalisation and
outsourcing. On the other side, cloud service pro-
viders (CSP) exploit economies of scale and make
more efficient, flexible and rational use of resources.

Technically, the key innovation has been virtualisa-
tion: the virtual and simplified replication of hardwa-
re and software resources, allowing for more flexible
and largely automated management and deploy-
ment of these resources, often through user-friendly

interfaces (Malhotra & al., 2014; Jain & Choudhary,
2016). For example, simplified and specialised ver-
sions of operating systems or dedicated channels for
data transmission. The creation of virtual versions of
hardware and software resources means that these
can be quickly and flexibly generated, made avai-
lable and allocated according to variable customer
requirements. They are paid for according to usage
(“pay-as-you-go”). For instance, it makes it possible
to respond quickly and flexibly to peaks in demand,
without having to make infrastructure investments
that would be uneconomical once those peaks have
passed, i.e. because they would produce excess re-
sources that would be useless.

The “platform shift” to cloud computing has also im-
pacted the way in which services are created, delive-
red and accessed. The shift of hardware infrastructu-
re to the cloud is also functional to a reorganisation
of the access and provision of software services and
data storage and processing.

Conventionally and in the prevailing commercial of-
fer, these services are often organised on three le-
vels of the technology stack.

=% |nfrastructure as a Service (laaS): which refers to
resources such as processors, storage units, and
networking bandwidth;

~# Platform as a Service (PaaS): which refers to re-
sources such as databases, application develop-
ment frameworks, big data analytics engine, and
Al/ML frameworks;

~# Software as a Service (SaaS): which refers to re-
sources such as user-facing applications of the
type of email, messaging, video-conferencing,
and document-sharing.

Cloud solutions are usually “sold” on the market
with the promise of lower costs. However, this is not
always true. It depends on the type of use made of
these resources. The main advantages are flexibility
and outsourcing. These advantages can be exploi-
ted by organisations that prevalently use commu-
nication and computing services, but also by com-
panies producing software services, start-ups or
application vendors who can concentrate on their
core business and benefit from a very flexible and
standardised infrastructure.

The problem of the real costs of migrating to cloud
computing must be contrasted with the main risks
associated with this model. The main risk of cloud
computing comes from dependence on vendors for
essential services and for managing the most sensi-
tive data. And one of the main reasons for concern
and resistance to migrating to the cloud is the fear
of lock-in, i.e. of being “trapped” by a vendor (Opa-
ra-Martins & al., 2016).



Indeed, there are multiple lock-in mechanisms,
across know-how and technology formats, that can
make it extremely difficult and costly to switch ven-
dors and technology once one's systems are migra-
ted onto a vendor's infrastructure. Moreover, these
mechanisms - in the absence of common standards
and interoperability rules - are deliberately crea-
ted through technology and business strategies by
vendors. For instance, large vendors typically offer
- especially to large customers and governments -
very advantageous and, even below- cost entry con-
ditions for their services, particularly infrastructure
services, in order to secure long-term future returns
in higher value-added services in this way. This risk
of lock-in must also be considered in light of the
clear and strong trend toward concentration of this
market in the hands of a few providers.

THE TRANSFORMATIVE
IMPACT OF
CLOUD COMPUTING

On the other side, as for other utilities, cloud tech-
nology can be regarded as a democratisation of the
access to the most advanced information technolo-
gies. After all, it provides homogeneous access to
high quality services — regardless of the size of the
organisation, its resources or its geographical loca-
tion — including advanced technologies such as Al.
(Chinese cloud providers even recently launched
two cloud platforms designed to allow the general
public to make use of experimental quantum-com-
puting machines).

However, the impact of cloud computing, in the lon-
ger perspective, is wider and deeper. The migration
to cloud computing is in fact often associated with
the concepts of digitisation, digitalisation and digital
transformation. Though these concepts can be used
with various meanings, digitisation is mainly used to
refer to the trend towards the digital reproduction of
everything: thatis, the reproduction of processes, re-
sources, organisations in digital formats and modes.
Digitalisation and digital transformation are instead
used to refer to the transition to an ‘industrial’ phase
of the digital revolution - the industrial internet, as it
is sometimes called - with the massive application of
economies of scale, automation and standardisation
to computational resources and data. But it is also

used to refer to the radical and structural changes
that the penetration of the latest generation of di-
gital technologies (Cloud, 5G, loT, Al) is expected
to have on the organisation of every business,
sector, activity and institution (Brennen & Kreiss,
2016; Bloomberg, 2018; Vrana & Singh, 2021).

But the point here is that, along with the deployment
of cloud computing and the new generation of digi-
tal technologies, deep and radical reorganisations
are expected to progressively impact economic
activities, value chain structures, and sector delimi-
tation. This promise or threat of radical organisatio-
nal and institutional transformations surely a further
explanation - beyond the concern forone's own sen-
sitive data and the fear of lock-in - as to why in reali-
ty, in spite of political agendas and business strate-
gies pushing for a rapid adoption of the cloud, there
are multiple barriers, difficulties and resistance that
often make consultancies’ forecasts of a rapid and
exponential growth ofthe cloud market implausible.

A good example to understand the barriers that may
be encountered along this transformation is public
administration (Barcevicius & al., 2019). It is diffi-
cult to speculate on what the long-term effects of
a migration to cloud computing will be in terms of
the reorganization of the public administration. One
can imagine that even the relationship between pu-
blic administration and society will change for there
will be greater integration and sharing of data, ser-
vices and systems between the public, the private
and the social sectors.

A good example for understanding the barriers that
may be encountered along this transformation is
public administration (Barceviéius & al., 2019). It
is difficult to speculate on what the long-term effects
of a migration to cloud computing will be in terms
of the reorganisation of the public administrations.
One can imagine that even the relationship betwe-
en public administration and society will change, for
there will be greater integration and sharing of data,
services and systems between the public, the priva-
te, and the social sectors.

But just limiting ourselves to public administrations,
cloud computing is bound to structurally impact the
way in which public services will be designed and
delivered and will structurally change the internal
organisation of public administrations and their ho-
rizontal and vertical relationships. Because it will
inevitably impact on the distribution of functions
and competences at the different territorial (sub-na-
tional, national and supra-national) levels and in the
different sectors — foreseeably with mergers, reor-
ganisations and restructurings that are still difficult
to predict at the moment, but which will surely be
profound. This is especially true since the manage-
ment of ICT services in general has so far been extre-
mely decentralised and the push will in most cases



be towards centralisation and standardisation, with
common infrastructures, platforms, data centres,
and services which will be shared across territorial
and sectoral levels.

All these potential transformations also explain why,
coinciding with the migration to the cloud, a global
debate on “digital sovereignty” has opened up.
In Europe, the debate involves many dimensions;
we will return to it later. One involves the concern
about the potential outsourcing of critical and es-
sential data and services to extra-EU private entities,
subject to extra-EU political authorities. But it also
reflects the internal drive towards the creation of a
single European internal market and greater homo-
geneity and centralisation of decisions, norms and
standards at the European level, which is not going
to be an easy undertaking.

#1.2

CLOUD AS AN
ENABLING
INFRASTRUCTURE

Like most digital markets, the cloud-services market
is extremely concentrated. Thanks to cheaper, more
integrated, efficient and functional commercial of-
fers, the market is dominated by a very few oligopo-
lies. This means three, above all: Amazon, Microsoft
and Google.

Amazon, Microsoft & Google
Dominate Cloud Market
Worldwide market share of leading cloud infrastructure
service providers in Q3 2022*

i 34%
Are I %
A Googleciowd |G 11%
Coawsbacous [N 5% -
Cimemcioud [ 3% Q_}

Cloud infrastructure service
revenues in the 12 months
ended September 2022

$217 hillion

I 3%

¢ Tencent Cloud - 2%

@ 2%

* includes platform as a service (PaaS) and infrastructure as a service (laas)
as well as hosted private cloud services

Figure 1 — source: Synergy Research Group
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The only other provider with significant global mar-
ket shares is Alibaba (see Figure 1). Moreover, as is
the case in most digital markets, once a dominant
position has been created, it is self-reinforcing —and
it will be extremely difficult to open up space for al-
ternative competitive offers. For example, the col-
lective market share of the European players in the
European cloud infrastructure services sector has in
the last five years shrunk from 27% to a mere 13%.

Thus, in absence of strong corrective interventions,
cloud computing migration risks reinforcing the wi-
der monopolistic structure of the digital economy.
This is not least true because the cloud is actually an
enabling and preparatory technology for the de-
ployment of a set of new emerging technologies,
beginning with loT and Al.

Indeed, one of the most important stakes in play
behind cloud computing concerns data. Cloud
computing is an enabling infrastructure for data col-
lection and data processing. And it is precisely from
the massive use of this data combined with the use
of Artificial Intelligence (Al) - whose progress in turn
feeds on these same processes of data storage and
exploitation - that a new frontier of innovation and
knowledge is expected to open up, and likewise a
profound reorganisation of production chains, and
the creation of a new world of services, products
and markets.

Indeed, the crucial importance of data has led to
talk of “data capital”, to describe the most innova-
tive forms of capitalism, driven by a logic of “data
accumulation” (Fourcade & Healy, 2017; Sadowski,
2019). More generically Chinese doctrine defines
data as a “new productive factor” or a “new pro-
ductive force” (Pao, 2021). While EU documents in-
stead use the expression of a “data-driven society”
(Barcevicius & al., 2021).

This role in digital transformation and “datafica-
tion”(Mayer-Schénberger & Cukier, 2013) - the
transformation of information into formats that can
be used and processed by algorithms and digital sy-
stems - is in any case what strategically makes the
cloud so important, and at the same time critical.

It explains the will of governments - for instance of
the European Union and China - to accelerate the
adoption of the cloud in order to move early on
this frontier of innovation, to avoid falling behind
the USA even in this critical step of the informatio-
nal revolution. It also explains the great risks invol-
ved in this race. This means risking a loss of control
over one's most critical data (its “expropriation”),
capture and dependence on opaque technolo-
gical systems over which one has no control, but
also risks of vulnerability that may arise from the
trend towards centralisation and homogenisation of
cloud systems.
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A NEW KIND OF
INFRASTRUCTURE

We can thus think of cloud computing as a critical
infrastructure, which will develop in integration with
other emerging technologies, such as Artificial Intel-
ligence, the Internet of Things and 5G.

But one clarification needs making. The digital era
relies on different kinds of infrastructures from tho-
se of the industrial era. And to the extent that the
concept of infrastructure refers to a stable founda-
tion, it can be misleading. In fact, cloud computing,
like information or digital infrastructures in general,
has a complexity and dynamism both in its com-
ponents and in its architecture that do not con-
form to this characteristic associated with the idea
of infrastructure. This is a highly relevant aspect at
a time when policy, public intervention, are prepa-
ring to resume a role in directing the development
and technological innovation and governance of
these infrastructures.

It has been said that “the current state of our digital
infrastructure is one of the most poorly understood
problems of our time” (Eghbal, 2016). If we limit
ourselves to software, which constitutes the central
component of digital technology and of the new in-
frastructures (along with data and “datafication”)’,
the picture is indeed overwhelming complex.

If one analyses software systems, most software to-
day is built on the basis of hundreds if not thousands
of direct or indirect “dependencies”.

That is, software systems are created by assembling
dozens or hundreds of existing software compo-
nents, or libraries, or modules (first-level dependen-
cies), which are then in turn composed of compo-
nents (second-level dependencies). And so on. This
happens in the vast majority of cases without either
the provider or user of the resulting services having
any real awareness of the origin or current status of
the management of all these components.

However, each of these components requires conti-
nuous maintenance, either to fix and solve problems
thatariseinits operation, orto integrate new features
and functions, or to remain up-to-date in relation to
the evolution of the other systems with which it must
integrate and communicate (Fadhlurrahman, 2023).
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Figure 2 — XKCD: Dependency by Randall Munroe (CC BY-NC 2.5)

The result is an increasingly intricate and interde-
pendent complex of multi-layered strata that com-
pose existing digital systems and infrastructures that
opens up great challenges in terms of both under-
standing and governance (Bratton, 2015).

Moreover, an estimated 70 to 90 per cent of all the-
se components of currently existing software sy-
stems are open-source (Synopsis, 2023). Indeed,
the success of OSS is due in large measure precisely
to the increasing complexity of these systems and
the ease of use, assembly, adjustment and recombi-
nation that open-source software allows (Berlinguer,
2021). This feature, however - and we will come back
to this point -in turn further increases the complexi-
ty of these infrastructures and of their governance
(see Figure 2).

Sticking with the infrastructure metaphor, it is
another characteristic conventionally associated
with infrastructures that they tend to go unnoticed,
until some problem arises or they cease to function
(Edwards, 2003). This is also what has happened -
and is happening — with digital infrastructures. Epi-
sodes of unexpected vulnerabilities that suddenly
affected millions of organisations have often al-
lowed these latter, and indeed governments, to see
a jungle of “dependencies” which they had hitherto
completely ignored.



Ultimately, these infrastructures bear great internal
complexity. Somewhatlike living organisms, they are
constantly changingand require constant care, main-
tenance, development and updating (Arthur, 2009).

Secondly, the very architectures of these infra-
structures are subject to restructuring, which in cer-
tain cases may even be radical. The architecture of
the cloud itself provides such an example. During its
first decade of existence, cloud computing has been
settling - also due to the boost given to its evolution
by the large US hyperscalers - into a strong centrali-
sation, not only in the commercial offer, but also in
its technological architecture. The main cloud-com-
puting services currently on the market are offered
as highly centralszed models in large data centres.
And they are provided as integrated, private and
closed systems, despite the fact that an important
part of their components is open-source.

However, despite this trajectory and this set-up, the
predominant expectationatthe momentisthatcloud
computing is moving towards a different, more de-
centralised and federated evolution, and that these
hyper-centralised architectures represent a barrier
that will need to be deconstructed. The term for this
evolution is Edge-Cloud or Cloud-Edge-loT (Villari
& al. 2016). In the EU, the definition of Continuum
Computing has more recently emerged . Even lea-
ving aside the many political and economic factors
pushing in the same direction, there are also tech-

nical reasons for this. In fact, this evolution is mainly
required for the adaptation of the cloud paradigm
to the Internet of Things (loT) phenomenon, which
is going to deploy billions of sensors collecting and
processing information in every sphere of social life.
The Edge Computing model aims to provide proces-
sing and storage capabilities as an extension of loT
devices, without the need to move data and proces-
sing to a central data centre. This reduces communi-
cation delays, costs and the overall size of the data
that must be moved over the Internet. This need will
find many applications in future functionalities, such
as in Industry 4.0 or driverless mobility. In any case,
this new architecture requires an orchestration
between cloud resources and resources at the edge
of the network, according to a distributed, federa-
ted model, which will require protocols, standards
and interoperability between systems, which is not
possible today, due to the predominantly closed,
proprietary and centralised nature of cloud systems.
Similar disruption is expected from the large-scale
integration of Al into the cloud infrastructure, al-
though it is still too early to venture such scenarios.

Ultimately, however, the fact remains that potential
radical transformations form a backdrop that makes
the task of recovering political governance over the-
se technological systems complex.

We will return to this challenge in the third part.
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Complexity, resilience and freedom to action

One of the most challenging features of today's digi-
tal infrastructures is their increasing complexity.

Herbert Simon was among the first to study “com-
plex systems”. In 1962 he wrote a seminal article on
their properties. Simon set out to explain why com-
plex systems frequently take the form of hierarchies
with sub-systems are “nearly-decomposable.” By
this, he means that there is more interaction within
a sub-system than between sub-systems, so they are
relatively independent. According to Simon, a kind
of natural selection favours these architectures over
time and over the course of evolution over tightly in-
tegrated systems. These structures better withstand
stress, unexpected changes, and accidents, and are
able to recover more quickly and restart in better
condition after a crisis and failure (Simon, 1962).

In current language, we would say that complex
systems have a tendency to organise themselves in

a layered and modular way. Today, we use the term
“resilience” for the characteristics cited by Simon.

Most complex systems incorporate this architecture,
andthemainunderlyingreasonissuperiorresilience.
In complex systems - so in today's digital systems -
resilience has a rewarding and primary value over
other organisational principles.

lochai Benkler, one of the leading contemporary
scholars of digital commons, also reached a similar
conclusion. Benkler has devoted much of his work
to explaining the success of a non-proprietary mo-
del - such as Free and Open-Source Software - in
digital technologies and systems. The main explana-
tion, according to Benkler, lies in the conditions of
continuous change and uncertainty, and “error-pro-
ne systems”, as are the systems characterised by
continuous change and uncertainty.
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BOX 2

These conditions —which are those of modern digital
technological systems - impose maximum freedom
to operate. Digital commons often prevail because,
given certain conditions, they offer superior flexibi-
lity, eliminate transaction and negotiation costs (no
contracts or permits are needed), and make the cost
of exploration and failure much cheaper. The free-
dom to operate is thus the supreme value, even with
respect to optimisation, control by exclusive proper-
ty, and the possibility of direct appropriation of the
technology'’s value (Benkler, 2013).

These arguments are even more important since
there seems to be an unstoppable trend toward
an increase in the scale and complexity of digital
systems. One of the reasons is digitisation itself.
The more the world is digitised, the more inter-
connected it becomes. The more systems become
integrated, the more complex they become. New
terms have been coined to describe these systems,
such as, “Ultra-large-scale systems” (Northrop & al.,
2006) or “Large-scale complex IT systems” (Som-
merville & al., 2012). The emphasis is often placed
on the unprecedented scale, their characteristic vo-
lume of hardware, code, users, and data, the com-
plexity of independent components and the con-
tinuously changing sub-systems of which they are
composed. But the idea is also that this scale and
complexity comes with characteristics that challen-
ge traditional approaches to engineering, manage-
ment and governance. The absence of centralised
control, the polycentric nature (Ostrom, 2010), and
the constant evolution of these systems, subsystems
and components makes failures a norm and not the
exception. This puts pressure on the governance of
these systems, especially in conditions of interope-
rability and interconnectedness, which must also
continually evolve (Rezaei & al., 2014).




IS THERE A
EUROPEAN WAY TO
CLOUD COMPUTING?




+ 2.0

THE SHIFT IN THE
EUROPEAN APPROACH
TO DIGITAL POLICY

We are therefore in a crucial passage in the
development of the digital revolution. This
explains the race to accelerate the adoption of
cloud technologies — and the fear of deepening
technological dependence.

Indeed, the European Union long ago identified the
importance of this transition. In a 2012 Communica-
tion Unleashing the Potential of Cloud Computing
(European Commission, 2012), the EU Commission
even tried to outline a strategy to achieve Europe-
an technological and industrial “leadership” in this
transition. The The lack of results sounds alarming,
in view of the stated renewed ambitions.

According to a recent analysis, the the European
cloud infrastructure services market, is now five ti-
mes as big as it was back in 2017.

The collective market share of the European players
on this market, however, has shrunk from 27% to a
mere 13% (see Figure 3), with the global public cloud
infrastructure market converging around three large
USA corporations (Synergy, 2022)."

European Cloud Provider Share of Local Market
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The strongest European cloud players are SAP and
Deutsche Telekom (each of them with a mere 2% of
the European market share), followed by OVHcloud,
Telecom ltalia, and Orange (Marti, 2022).

Furthermore, apart from the French exception, whi-
ch has, however, racked up quite a few failures, the
construction of an autonomous industry in the digi-
tal domain has never really entered the agenda at
European level, at least until very recently. Behind
this absence of industrial policy, there have been
divisions and disparate economic interests between
different countries and governments. But above all
the main obstacle has been the general consensusin
favour of neoliberal policies, which have prescribed
government abstention from intervention in techno-
logical development and industrial policies.

This orientation has undergone a gradual progressi-
ve rethink. There have been many reasons for this in
the digital field.

F 2.1

PROTECTION FROM
THE US SURVEILLANCE
COMPLEX

The first steps were motivated by political factors.
Edward Snowden's revelations in 2013 about the
use of pervasive surveillance on Europeans and
their political leaderships by the US National Secu-
rity Agency (NSA) through communication networ-
ks and US digital monopolies brought to light what
has recently been called the “Surveillance Industrial
Complex” even in the USA itself.

Snowden’s revelations provoked strong reactions,
especially in Germany. Combined with the growing
alarm caused by the rise of “surveillance capitalism”
(Zuboff, 2019) and the uncontrolled use of personal
data by companies at the forefront of digital capi-
talism, these concerns led to the first real Europe-
an regulation in the digital age: the General Data
Protection Regulation (GDPR), the first worldwide
legislation to regulate the use of personal data. This
regulation was fairly light-touch, but still had to over-
come fiery resistance from the “formidable alliance
of Big Tech, the US Congress, and the Obama admi-



nistration” (Barker, 2010). Despite many detractors
and not a few ironies, the GDPR quickly produced
two largely unexpected results.

First, it has become a worldwide standard. This is
because other governments have taken the Euro-
pean regulation as a model (including, for example,
the State of California, which introduced a state law
in the face of the US federal government's refusal to
introduce privacy protection regulations). Because
large global companies have adopted the GDPR as
a standard rule to streamline their operations across
multiple jurisdictions. The EU - an entity of 450 mil-
lion inhabitants and one of the world's largest mar-
kets - has thus tested its regulatory power.

This is the so-called Brussels effect (Bradford,
2012). The second consequence has been the use
that citizens’ digital activism has made of the regu-
lation, leading it to achieve results that legislators
had not imagined. This is what happened with the
two rulings by the Court of Justice of the European
Union (CJEU) known as Schrems 1 and Schrems 2
(see Box 1), because of the name of the Austrian

digital activist who prompted them. These rulings
declared transfers of personal data from the EU to
the US illegal, as they do not guarantee protection
of European citizens from US agencies surveillance
activities. This potentially wreaks great havoc on the
business models of large US companies and could
lay a foundation stone for what has later become the
doctrine of “European digital sovereignty” in the
domain of data. The game is not over, however.

In fact, the European Commission has clearly shown
that it has no intention of following through on this
line. InJuly 2023, just few weeks after a heavy penal-
ty imposed on Facebook confirmed the illegal natu-
re of these personal data transfers in the US, it made
executive a new legal framework for allowing tran-
satlantic data flows , based on an agreement signed
between Biden and Von der Leyen in May 2022, in
the immediate aftermath of the Russian invasion of
Ukraine. Nevertheless, in spite ofimprovements, the
new Trans-Atlantic Privacy Framework is again going
to be challenged at the CJEU by Schrems and other
associations defending citizens' privacy rights.

The battle for the “sovereignty” on personal data B e€

Much of the progress in the defence of European
citizens’ rights against the pervasive surveillance
practices of US companies and government securi-
ty agencies is due to the stubborn battles of an Au-
strian activist and lawyer: Max Screms. His lawsui-
ts resulted in two rulings by the Court of Justice of
the European Union (CJEU) which destabilised the
routinary transfers of EU citizens’ personal data to
the United States. The US laws, the Court ruled, did
not offer the privacy protection established by the
GDPR - and European citizens do not have adequate
legal tools to assert their rights in the USA. The Court
also declared invalid the Safe Harbour Principles, an
agreement stipulated by the Commission in 2000
on the basis of which large US technology compa-
nies were able to transfer the personal data of Euro-
pean citizens to the USA; and in the second ruling, it
extended this judgment of inadequacy to the “stan-
dard contractual clauses” used by US companies,
which previously enjoyed a presumption of validity.

The Court explicitly stated that these regimes did not
offer guarantees that once EU citizens’ personal data
has been transferred across the Atlantic it will not be
accessed by US intelligence agencies. The problem is
that US security agencies maintain the practice of mas-
sively collecting data, sometimes even simply by pur-
chasing it from Big Tech companies (Cameron, 2023).
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The Battle of Schrems began over ten years ago. Al-
ready in 2013, he filed a complaint against Facebook
Ireland Ltd., i.e. the European headquarters of Face-
book (now Meta). At the time, the GDPR had not yet
been approved (it would be approved in 2016 and
came into force in 2018) and the main legal shield
used by Schrems was the Charter of Fundamental
Rights of the European Union (approved in 2007),
especially Article 8 on the protection of personal
data. In Europe, the practice of transferring data to
the USA was based on a decision of the European
Commission, taken in 2000, known as the EU-US
Safe Harbour Principles, which effectively allowed
the unrestricted transfer of data and personal infor-
mation from the EU to the USA.

Given Edward Snowden'’s revelations in 2013 and
the alleged involvement of Facebook USA in the PRI-
SM mass surveillance programme, Schrems argued
that the application of the Safe Harbour system vio-
lated his personal fundamental right to privacy, data
protection and to a fair trial, guaranteed by the Char-
ter of Fundamental Rights of the European Union. In
the first instance, the application was rejected by
the Ireland Data Protection Commission (DPC) - the
Irish national independent authority responsible for
upholding the fundamental rights of individuals -
saying that it was “frivolous and vexatious”.




This led to a request for judgment from the Irish High
Court, which in turn suspended the judgment by
consulting the Court of Justice of the European Union
(CJEV), on the adequacy of the European directives in
force. Finally, on 6 October 2015, the Court of Justi-
ce of the European Union ruled that the Safe Harbour
framework was invalid for several reasons: it allowed
government interference, it did not offer legal re-
medies for European citizens who want to access or
delete or correct data relating to themselves, and it
stops privacy protection authorities from supervising
the processing of their personal data. It moreover
declared illegal the data-sharing rules with countries
that have lower privacy protection standards than

those of the EU, including the USA.

As soon as the GDPR came into force, Schrems
again launched new actions against many compa-
nies, including Google, Amazon, Apple Music and
others. A new CJEU judgment (Schrems Il) in 2020
again ruled that European data-protection autho-
rities must stop transfers of personal data. Despite
these rulings, however, major US companies have
avoided applying them, and continued to transfer
European citizens’ data. They have been playing
on the slowness of judicial systems and have been
working in parallel with the US government to rea-

....j;. 2.2

CHINA’S RISE AND
THE TECHNOLOGICAL
CLASH WITH US

Yet there were also other considerations which pa-
ved the way for the shift in European digital policies.
One critical factor was China's surprisingly rapid rise
on the frontiers of technological innovation.

Its technological-industrial development model - al-
though it would be simplistic to call it dirigiste and
statist (Heilmann, 2009; Lin, 2011; Heilmann & Mel-
ton, 2013; Jin, 2023) - has certainly made massive
and effective use of governmental industrial and te-
chnological policy. This is, moreover, a recipe com-
mon to all Asian countries (World Bank, 2008).
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ch a new agreement with European authorities that
could avoid the application of those rulings. To un-
derstand how strategic these issues are - and how
high they are on the US government's agenda - it is
significant that in Brussels in March 2022, Biden and
Von der Leyen used their first meeting following the
Russian invasion of Ukraine to reach the new agree-
ment: the EU-US Data Privacy Framework.

The new agreement was then formalised in 2023.
According to the Commission, the agreement ad-
dresses all the points raised by the EU Court of Ju-
stice, limiting access to EU data by US intelligence
services to what is “necessary and proportionate”
to protect national security, and establishing a Data
Protection Review Court to resolve European citi-
zens' allegations of unlawful access to their personal
data. However, the battle is far from over. Despite
improvements, the new agreement is again going
to be challenged by Schrems and other civic asso-
ciations at the CJEU. They consider the new agree-
ment inadequate mainly for two reasons: the lack of
US legislation on the protection of privacy, such as
would provide the same guarantees as GDPR, and
the inadequate guarantees provided by the US ad-
ministrative court to which EU citizens should take
recourse to protect their rights.

This rise and the shock caused by Huawei's leader-
ship in 5G have played a fundamental role in tran-
sforming the orientation of technology and indu-
strial policy in Europe. Still, their effect has been
even more disruptive in the United States.

In the space of just a few years, it has caused a radi-
cal reversal of US policies: the abandonment of the
Washington Consensus (Williamson, 1990; Sullivan,
2023a), the assertion of geopolitical over commercial
primacy in technology, and the adoption of protectio-
nist industrial policy in most advanced technologies
in the attempt to hamper and contain China’s rise.

For Europe, this has further complicated the situa-
tion, as it meant being dragged into a “technolo-
gical war” between the United States and China,
with the real risk of a decoupling between the US
and Chinese technology ecosystems, without Euro-
pe being able to articulate an autonomous strategy
of its own. The result has been a perception of vul-
nerability and dependence, which has been ampli-
fied and dramatised by the pandemic and the need
to rely on online and digital solutions for education,
work and essential services.
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2.3

HUGE AND EXPANSIVE
MONOPOLIES

A further factor has been the abnormal growth in the
power and wealth of the large monopolies that have
established themselves in the digital domain. Its most
impressive expression has been the growth over the
last ten years in the capitalisation of companies such
as Apple, Microsoft, Google,Amazon and Meta.
Behind this spectacular growth are monopolistic
profits and the proven ability of these companies to
expand into new sectors, through acquisitions and
now unbridgeable advantages in transversal assets
- such as data, infrastructure, commercial networks,
and know-how - which allow economies of scale and
scope in different and distant areas and sectors. The-
se unbridgeable advantages of course also include
their financial capacities, which stock market valua-
tions have magnified (see Figure 4). Consider that
between 2011 and 2021, Apple, Google, Amazon,
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Meta, and Microsoft made hundreds of acquisitions
to expand into new areas or to eliminate potential
competitors, and that Big Tech spends $150-200
billion annually on research and development (see
Figure 4bis). In comparison, Horizon Europe, the
EU research programme for 2021-2027, has a total
budget of €95.5 billion. Moreover, to complete the
cahier de doléances of European governments on
this issue, Europe suffers from massive tax avoidance
by these same companies. At the same time, faced
with this sprawling growth, traditional anti-trust in-
struments and doctrines have proved outdated, slow
and completely ineffective.

R&D of Top Tech Companies in 2022
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Figure 4bis — source: Stockanalysis.com



+ 2.4

THE ROLE OF DATA
IN FUTURE ECONOMY

A final factor has arisen to exacerbate this situation:
the growing awareness of the central importance
of data in the advancement of the latest generation
of technologies and in the transformation of future
value chains in all economic sectors. This thus also
affects more traditional industrial sectors, in whi-
ch Europe - and Germany in particular - still have a
strong and leading position. The inability to convert
this conventional industrial strength into a leader-
ship in digital transformation and the loss of control
over data in these same activities has begun to be
seen as a fatal risk of losing the main opportunities
for innovation and value-added services in these
sectors in the future. The danger is that US (or Chi-
nese) Big Tech will take advantage of their dominant
position, especially on data and Al algorithms, to
carve out the lion's share in these new markets.

....j;. 3.0

A MULTIPLICITY OF
INITIATIVES
IN CLOUD COMPUTING

Hence by the time of the 2019 European elections
and the arrival of the new Commission, the con-
ditions were ripe for a turnaround in European
digital policies.

The main sign of a change in the EU’s orientation is
undoubtedly the proliferation of legislative initiati-
ves. Between 2019 and 2023, 18 regulations and
directives in matters related to digital policy were
approved or proposed, 15 of which have a direct re-
levance to cloud computing (see Figure 5). (Those
dating from 2019 are the result of work that had alre-
ady begun during the previous Commission).
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The reluctance or fear over intervening with regula-
tions is clearly water under the bridge. Rather, the
difficulty lies in navigating this sea of regulations,
which add up to hundreds of pages and articles of
law. Moreover, many of these regulations return
time and again to the same topics, which partly
reflects the uncertainties and evolving approach of
EU legislators, which is coupled with the difficulty
of legislating in such a dynamic field of continuous
innovation. Quite a few observers see this intense
legislative activity as an additional burden on small
businesses and innovators in the EU. On the other
hand, European legislators defend it as a useful tool
— not only to protect citizens' rights, European va-
lues and fair competition, but also to strategically
direct and guide investments and research in the EU
and to influence global digital markets towards Eu-
ropean-defined legal and technical standards.

Regulations & Directives 2019-2023

Approved
Cybersecurity Act 2019
Platform to Business Practices 2019
Copyright in the Digital Single Market 2019
NIS 2 Directive 2022
Data Governance Act (DGA) 2022
Digital Operational Resilience Act (DORA) 2022
Digital Makets Act 2022
Digital Services Act 2022
Critical Entities Resilience Directive (CER) 2023
Proposed
European Health Data Space (EHDS) 2022
European Data Act 2022
Cyber Resilience Act (CRA) 2022
Interoperable Europe Act 2022
Standard Essential Patents 2023
Artificial Intelligence Act 2023
Figure 5



These legislative initiatives have been accompa-
nied by an equally important effort in the form of a
multitude of policy statements (see Figure 6) and
initiatives. The subject of cloud computing features
in many such initiatives, regulatory or otherwise. In
some cases, it is one of the central themes. In others,
itis anintegral element, as an essential infrastructure
that cuts across all sectors.

Faced with this dispersion and stratification of inter-
ventions and regulations, cloud providers in the EU

Main EU strategic statements

are keenly awaiting a document on which the Com-
mission has been working since 2021, namely the
Cloud Rulebook. It should summarise and give order
to the set of norms, standards, recommendations and
guidelines, which have progressively accumulated
around cloud computing (see Box 4). But this cannot
be published until the issue of the EUCS - Cybersecu-
rity Certification Scheme for Cloud Services - current-
ly under discussion at ENISA - European Union Agen-
cy for Cybersecurity - is resolved (see Box 6).

Building the next generation cloud for Declaration EU Council 2020

businesses and the public sector in the EU

Berlin declaration on Digital Society Declaration EU Council 2020

and Value-Based Digital Government

European data strategy Strategy EU Commission 2020

EU's Digital Decade Strategy EU Commission 2020
Figure 6

The Cloud Rulebook BOX4

The EU Cloud Rulebook is a long-awaited EC do-
cument that is expected to summarise the set of
legislative and non-legislative regulations, inclu-
ding self-regulatory standards, on security, energy
efficiency, data protection, interoperability and fair
competition in cloud computing. These regulations
and certifications include the EUCS - the EU-wide
cloud cybersecurity certification scheme - currently
being discussed within ENISA (see Box 4).

The EUCS, initially announced for 2021, is still un-
der discussion. Another example of regulation that
the Cloud Rulebook should contain are the SWIPO
codes of conduct on data portability in the cloud.
These are voluntary codes of conduct required by
the free flow of non-personal data regulation pas-
sed in 2018, which have been defined by the cloud
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industry providers and users stakeholders in 2020,
under the supervision of the European Commission.
In theory, they should make it easy to migrate data
and applications from one provider to another,
avoid “vendor lock-in” and facilitate switching
between providers.

Other examples of regulation are the Standard
Contractual Clauses, for instance relating to ser-
vice levels or data protection, which should help
reduce asymmetries in bargaining power between
providers and users-customers; and the Code of
Conduct on the energy efficiency of data centres,
which should (also through public procurement)
promote the adoption of energy efficiency codes in
data centres, and initiatives aimed at making them *
climate-neutral.”




A GLOBAL
STANDARD SETTER
FOR REGULATION

With all this normative activity, as a legislator the Eu-
ropean Union has become a pioneering laboratory
for digital regulation. Indeed, it makes no secret of
the fact that it aspires to influence global regulatory
standards on emerging digital technologies.

Laws such as the Digital Market Act (DMA) and the Di-
gital Services Act (DSA), which regulate the platforms
and gatekeepers of the digital economy (see Box 5),
or the long-awaited Al act, are regulations that are
bound to have a global impact and influence.

Regulating

platforms and

gatekeepers

The so-called package of digital services regulations
passed in 2022 includes two regulations, the Digi-
tal Services Act (DSA) and the Digital Markets Act
(DMA), which aim to protect users' basic rights and
establish a more level playing field for businesses.
Both regulations must be associated with the re-
cognition of the infrastructural function that digital
platforms perform, namely the provision of essential
services such as utilities.

Historically, infrastructures have commonly been
considered as unsuitable for being provided and
managed by a pure market logic. They have instead
been associated with some kind of public interven-
tion, either through direct control and ownership or
through regulation, in order to ensure the cheapest,
most universal and non-discriminatory access possi-

ble to both market actors and citizens (Frischmann,
2012). Moreover, these essential systems of general
utility, especially when provided by networked infra-
structures, tend to benefit from network effects and
generate monopoly or quasi-monopoly conditions,
thus providing a potential exorbitant power over the
entire universe of activities (Rose, 1986; Berlinguer,
2021). This is the case with the “gatekeepers”, a spe-
cial category of platforms and essential infrastructu-
res which is tackled by the Digital Markets Act.

Specifically, the Digital Services Act regulates online
intermediaries and platforms. The main DSA objecti-
ves are to free users and business ecosystems from
private, nontransparent and unchecked rule; to intro-
duce a regime of content moderation; to limit targe-
ted ads; and to push towards transparency on algori-
thmic content moderation and prioritisation.

The Digital Markets Act, for its part, introduces
new rules that govern the “gatekeepers”: the very
big online platforms that have a systemic role in the
internal market that function as bottlenecks betwe-
en businesses and consumers for important digi-
tal services. The DMA covers eight sectors hamed
“Core Platforms Services”: online search engines;
online intermediation services; social networks;
video sharing platforms; communication platfor-
ms; advertising services; operating systems; and
cloud services. Gatekeepers are defined according
to objective criteria related to the number of users
(45 million monthly active users and at least 10,000
yearly active business users in the EU), turnover (at
least €7.5 billion in each of the last three financial
years) or capitalisation (at least €75 billion).

For these companies and products, the Digital Mar-
kets Act establishes specific obligations and prohibi-
tions, such as the obligation to allow third parties to
interoperate with the gatekeeper’s own services; to
allow business users to access the data that they ge-
nerate; to allow companies doing advertising to car-
ry out their own independent verification; and to al-
low business users to promote and sell their products
outside the gatekeeper’s platform. Prohibitions
include those of preventing users from uninstalling
preinstalled software and treating products offered
by the gatekeeper more favourably in rankings.

Fines can reach up to 10% of the company’s total
worldwide annual turnover. So far, six companies
have been registered as gatekeepers for specific
products: Apple (for Safari, iOS, App Sore), Micro-
soft (for LinkedIn and Windows), Amazon (for Ama-
zon ads and Marketplace), Meta (for Facebook, In-
stagram, WhatsApp, Messenger, Meta Marketplace
and Meta ads), Alphabet (for Google Maps, Google
Shopping, YouTube, Chrome, Android, Ads, Google
Search, and Google Play) and ByteDance (for TikTok).




This regulatory goal is also intertwined with the am-
bition to set standards for technology, which should
incorporate these same regulatory principles in
emerging areas such as Al, loT, Edge-Cloud compu-
ting, or Cybersecurity. Indeed, the ambition to use
standards in combination with internal market di-
mensions as a tool of industrial policy has long been
present in EU policy (European Commission, 2013;
European Commission, 2016).

On cloud computing, however, the introduction
of systems of control and certification of the legal
and technical characteristics of digital services is
the focus of many European regulations and initia-
tives. Gaia-X - a project born in 2020 from an initia-
tive of the German and French governments, which
was presented as a linchpin of these new European
aspirations to digital sovereignty - has progressively
centred on the construction of a technological fra-
mework that should standardise, operationalise and
automatise these certified controls (see Box 8).

¥ 3ol

DIGITAL SOVEREIGNTY

As we have said, it is not easy to navigate our way
through this multitude of initiatives. But if we had
to choose a single term to sum up all the EU initiati-
ves, the main watchword would have to be “digital
sovereignty”. This idea has become a central gui-
ding principle for Europe's engagement in digital
and technological affairs since 2020. The concept
has during the 2020s been affirmed in a series of
documents and declarations by the Parliament, the
European Commission and the European Council.

Most importantly, the concept has been endorsed in
a European Council declaration: the Berlin Declara-
tion on Digital Society and Values-Based Digital Go-
vernment, in 2020 during the German Presidency
of the EU, which represented a watershed moment
in EU digital policy. The Commission has made digi-
tal autonomy a central point of its programmes. The
European Parliament has generally shown a clear
support for the principles of digital sovereignty and,
if anything, a favourable inclination towards more
stringent measures, compared to the Council and
the Commission.

However, there are at least two possible interpreta-
tions of digital sovereignty in the formulations which
have been used. The first expresses a determination
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to reaffirm the Westphalian concept of an exclusive
monopoly of legitimate regulatory power within
one's own borders, albeit adapted to Europe’s po-
litically complex context of shared sovereignty, and
to a global and digital age. The second, on the other
hand, emphasises the preservation of autonomy and
self-determination in the face of dependence on cri-
tical digital systems: that is, the maintenance of con-
ditions that allow freedom of choice and action for
individuals, organisations and governments in rela-
tion to their digital interactions, their data, and their
dependence on complex technological systems.

Regarding the first meaning, the articulation of a
common digital sovereignty in Europe is a complex
path, as each state maintains its own sovereignty in
many of the most critical areas.

n this respect, cybersecurity can be seen as very
much a laboratory. And the EU is proceeding quite
slowly and only step by step. In fact, many EU’s regu-
lations in the digital sphere revolve around the issue
of security and already in 2017, ENISA - the European
Union Agency for Cybersecurity - was created with
the aim of building a common framework shared by
the different national cybersecurity agencies and fo-
stering greater European coordination. Right now,
as mentioned, ENISA is indeed at the centre of one
of the main areas of tension and negotiation with
the US. It is focused on the definition of a European
Cloud Security Certification Scheme - the EUCS (see
Box 6) - and tensions particularly revolve around the
so-called “sovereign clauses”, which are meant
to certify that Cloud Service Providers (CSP) do in-
deed guarantee data security from interference by
non-European authorities and jurisdictions.

US technology companies and the US government
see these clauses as a threat and a protectionist
move. In fact, although the ENISA certification sche-
me is a voluntary framework, these clauses could be-
come a lever to exclude US and Chinese suppliers,
at least in the essential services that are regulated
by the new NIS2 directive and in which EUCS could
become mandatory.




EUCS sovereign clauses: to be or not to be?

The EU's ambitions of sovereignty seem to be cau-
ght up in a long debate about the so-called EUCS.
The acronym stands for “EU Cybersecurity Certifi-
cation Scheme for Cloud Services.” Initially announ-
ced for 2021, the EUCS is still under discussion. The
scheme is supposed to certify legal guarantees and
security, uniformly within the European Union, on
the base of a catalogue of security levels appropria-
te to the different types of services and data, both
for enterprises and public organisations..

The EUCS has been under discussion within ENISA,
the European agency responsible for cybersecurity,
since 2020. ENISA is supposed to release a series of
labels for different levels of certification of the cha-
racteristics and security of cloud services. These la-
bels are the focus of multiple expectations and pres-
sures. The heart of the discussion centres around the
so-called “sovereign clauses” which should apply to
the most sensitive data. These sovereign clauses are
certifications and requirements that the French cy-
bersecurity agency has already approved in its certi-
fication system, SecNumCloud, and which the Fren-
ch government is pushing to extend to the scheme
under discussion at ENISA.

These certifications should guarantee that the cloud
services offered are immune from foreign laws and
authorities. For this purpose, they are meant to en-
sure the localisation of cloud services and data in Eu-
rope, but also exclude companies subject to non-Eu-

However, the concept of sovereignty, as mentioned,
is also articulated in European documents as a gui-
ding principle called upon to safeguard autonomy,
freedom of choice, and the ability to act and change
technological systems in the new digital environ-
ments. This is perhaps its most innovative meaning.

This concept is, indeed, reflected in many different
norms. These include the battle against monopolies
and the obstacles they pose to innovation and choi-
ce - for example, with the imposition of binding inte-
roperability rules on the “gatekeepers” in what the
Digital Market Act has defined as “core platform ser-
vices”. Itis also reflected in the demand for transpa-
rency on the use of data and algorithms in the Al Act.

Equally, in the regulations, such as the Data Act and
the Data Governance Act, that aim to guarantee sel-
f-determination and control over one's own data.
But perhaps the most peculiar application is in the
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BOX 6

ropean legislation, because these latter could be
obliged by laws, such as the Cloud Act approved
in 2016 in the USA, to make public administrations’
and European citizens’ most sensitive data accessi-
ble to foreign authorities and intelligence systems,
even when it is stored in data centres in Europe. Al-
though ENISA requirements and certifications will
be classified as voluntary, the expectation is that
through the revision of regulations on the security
of critical infrastructures and entities, these requi-
rements may become mandatory in some areas, in
particular through the revision of the Directive on
Security of Network and Information Systems (NIS).

The new version - NIS2 - will require compliance
certification for the IT components of these infra-
structures. In this way, North American and Chine-
se cloud providers could be excluded from public
tenders and from the provision of services for critical
infrastructures. The main US tech industry lobbies
are exerting great pressure against the sovereign
clauses.” And a group of 7 governments — Denmark,
Estonia, Greece, Ireland, the Netherlands, Poland,
and Sweden - raised objections to these clauses.”
In the European Parliament, however, a cross-party
group was formed to support the French proposal.
As far as is known, France is the main promoter of
their inclusion at the European level and is suppor-
ted by the governments of Italy and Spain, whereas
the new German government declared itself in fa-
vour of a political discussion on the topic.

delineation of a federated, modular and open-sour-
ce matrix that should guide the design of the archi-
tectures of cloud computing and digital systems
more generally. We shall return in the last part to this
matrix of principles of technological design, as first
outlined in the Berlin Declaration of 2020, in a chap-
ter entitled “Digital sovereignty and interoperabili-
ty” with specific reference to cloud computing used
by the public sector (EU Council, 2020b).

In the meantime, it is interesting to note the asso-
ciation that this notion of sovereignty establishes
between certain principles of technological design
- in particular modularity, open source, interoperabi-
lity, and standards - and the safeguarding of values
such as freedom of action and innovation.



....j:. 3.3

THE EUROPEAN
DATA STRATEGY:
TRUST AND LEGAL
CERTAINTY AS
COMPETITIVE
ADVANTAGES

Again, in trying to extract an underlying rationale,
three guiding principles can be identified in the EU's
initiatives that seek to influence the evolution of di-
gital systems in cloud computing. These include en-
suring compliance with EU laws, guaranteeing user
rights and security; a parallel pursuit and demand for
transparency; and a gradual attempt to disarticulate
closed, opaque and centralised systems, such as tho-
se that currently predominate in cloud computing.

But in terms of our own greatest interests here, what
is the industrial strategy for cloud computing? In
a nutshell, the stated goal is to support the forma-
tion of a common European “federated infra-
structure” based on common standards and inte-
roperability principles, which should avoid lock-in
and ensure secure data management, and which
should at the same time move toward the next Edge
computing-oriented architecture.

The European Data Strategy 2020 is one of the
most important policy documents in which these
strategic axes have been defined by the EU Commis-
sion. In it, Edge computing and “industrial” data
are identified as the two main innovation opportu-
nities for European industry. Research funding pro-
grammes have also at least partly been oriented in
service of this strategy. Horizon Europe - the EU's re-
search programme - has been pulled in the direction
of projects consistent with the EU's strategic objecti-
ves in the digital sphere, promoting large-scale coo-
peration between European players and influencing
technological development.

On industrial data, the EU aspires to build a leading
ecosystem of innovation based on its strength in tra-
ditional manufacturing, which potentially provides
a rich source of strategic data for the development
of future services. At the same time, leveraging its
leadership in regulation, the EU aims to set out a
competitive context based on its guarantees of tran-

The EU

sparency, legal certainty and rights protection. This
is meant to provide reassurances to overcome the
main barrier to cloud adoption and data exploita-
tion, i.e. the lack of trust among companies, citizens
and institutions.

In the regulatory domain, the foundations on data re-
gulation were laid in the previous legislature, for per-
sonal data with the GDPR (in 2016, entering into force
in 2018), and with the Regulation on the Free Flow
of Non-Personal Data (2018). During this term of the
EU parliament, new legal and regulatory instruments
were added to these foundations, with the Data Act
and the Data Governance Act, which mainly intend to
enhance and regulate the access and use of personal
and non-personal data by innovators (see Box 7).

The overall goal is to make the EU a legal and eco-
nomic area predisposed to facilitating experimen-
ts and innovations in the use of either personal or
non-personal data, while making legal security and
the trustworthy nature of regulation, guarantees and
infrastructures - also on the technological terrain -
the EU's brand and competitive advantage.

BOX 7

data strategy
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The “data strategy”, presented in 2020, has been
at the heart of the new European digital policy from
the outset. The declared ambition is to make the EU
a leader in the future “data-driven society”. And EU
data legislation is undoubtedly the most prolific and
extensive in the world.

The issue of data pervades all sectors of the digital
economy and is thus present in all digital regulation.
However, there are six specific regulations focused
on data. The first foundations were laid in the pre-
vious legislature with the General Data Protection
Regulation (2016) which regulates the use of per-

sonal data and with the Free Flow of Non-Personal
Data (2018) for non-personal data, aimed at liberali-
sing the flow of data within the EU.

Meanwhile, the Open Data Directive (2019) repla-
ced the Public Sector Information (PSI) Directive,
with the aim of promoting access and re-use of data
held by public institutions. In this legislature, three
new legislative initiatives have been added (of whi-
ch only the first has been definitively approved): the
Data Governance Act, the Data Act and the Europe-
an Health Data Space.




All these regulations centrally aim at incentivising
and facilitating the economic, scientific and techno-
logical exploitation of data.

The Data Governance Act (DGA) has among its
main objectives to increase the availability of data
by creating legal certainty, especially by clarifying
users' ownership of the data generated when using
products and services. This is intended to incentivi-
se manufacturers to invest in high-quality data gene-
ration and encourage more players to participate in
the data economy.

One of the main innovations introduced by the DGA
is the promotion of common European data spaces
in strategic sectors such as public administration,
health, environment, energy, agriculture, mobility,
finance, and manufacturing. The complex and am-
bitious goal is to create a federated community of
“sovereign data ecosystems”, based on cross-sec-
tor common cloud, data, and Al infrastructures.

Other objectives of DGA encompass several issues,
including: reducing barriers to the reuse of data, in-
cluding public sector data that cannot be made avai-
lable as open data; regulating data intermediaries as
trustworthy facilitators of data sharing, data pooling
and data markets within the common European data
spaces; and facilitating and increase trust in “data al-
truism”, encouraging voluntary data sharing.

The Data Act is a regulation proposed by the EU
Commission in 2022. It aims at addressing the le-
gal, economic and technical issues that lead to data
being underused, by defining new rights for users of
connected devices to access and share the data that
they generate through their use. It has specific pro-
visions addressing the Internet of Things (loT), and
cloud services providers, including by introducing
rules to facilitate access to and portability of data
and switching between cloud providers, and by set-
ting rules on switching charges and addressing the
absence of technical tools, standards and technical
specifications for data portability and interope-
rability among cloud providers.

The regulation stipulates the introduction of a bin-
ding obligation for cloud service providers to offer
data and application portability, although according
to the proposal these requirements only apply to in-
frastructure-as-a-service (laas), the most basic layer
of computing services, and to raw data. The Euro-
pean Data Innovation Board (created by the DGA)
should assist the Commission in defining interope-
rability specifications and standards. These essential
requirements on interoperability should apply to the
EU common data spaces. The Commission will also
develop model contract clauses to prevent abuse of
contractual imbalances. The regulation should also

introduce ways for public sector bodies to access
and use data held by the private sector that is neces-
sary for purposes of public interest.

Healthcare is one of the sectors expected to be most
affected by digital transformation and data exploita-
tion - and it is also where the European Commission
has proposed the first sectoral legislation on data:
the European Health Data Space (EHDS). The
EHDS sets out the rights of individuals to access and
control personal health data and aims at creating le-
gal clarity and a trustworthy governance to encoura-
ge voluntary data-sharing to third parties, with data
anonymising or aggregating rules, for the use of
health data for research, innovation, policy-making
and regulatory activities. At the technological level,
the EHDS is set to establish a dedicated and com-
mon digital infrastructure (MyHealth@EU), for the
governance of the European Health Data Space, ba-
sed on common rules, standards and cross-border
interoperability requirements.

.....E;. 3 .4

A FEDERATED
FRAMEWORK
FOR CONTINUUM
COMPUTING

The EU's other bet is on edge computing. The evo-
lution towards a federated infrastructure of con-
tinuum computing is functional to “industrial”
applications on data use. But it is also seen as a new
technological framework that should help to disarti-
culate the hypercentralised and closed architectu-
res of the dominant cloud providers, through the
imposition - also for technological needs - of open
standards and interoperability principles.

To support the growth of an autonomous digital in-
dustry, the EU is also actively promoting the creation
of collaborative ecosystems, both in edge-cloud
computing and in data exploitation strategies. This




seems to be possibly one of the most difficult under-
takings for Europeans, as EU countries cannot rely on
big digital platform companies, like the USA and Chi-
na. This requires the invention of alternative collabo-
rative strategies whose success relies on coalescing
disparate interests across countries and sectors.

With regard to data, the most important organisatio-
nal innovation that has been devised thus far is the
promotion of “data spaces”. This means common
European spaces in crucial economic sectors and
areas of public interest, where innovative forms of
data sharing and commercial use should be incuba-
ted and tested, and around which common techno-
logical infrastructure, standards and interoperability
rules should take shape. In healthcare - considered
one of the most promising and critical sectors - a
specific legislation, the European Health Dataspace,
has also been proposed.

In the area of edge-cloud technologies, the main
initiatives are two public-private partnerships: the
Alliance for Industrial Data, Edge & Cloud and an
IPCEIl (Important Project of Common European
Interest) on Next Generation Cloud Infrastructu-
re and Services (see Box 8). The IPCEl is an instru-
ment provided for in the European Treaties since

A constellation of initiatives on the cloud

Below we briefly present the most significant
projects undertaken by either the European Com-
mission or by major European governments in the
area of cloud computing in recent years, with the
ambition of promoting and directing the develop-
ment of cloud infrastructure and technical solutions
for cloud and industrial exploitation of data.

Gaia-X"

is a project initiated by the German and French go-
vernments and launched in 2020, during the Ger-
man presidency of the EU. Today it is a European
non-profit association with 377 members. Its mem-
bers include leading European companies and the
main digital service users and providers. The asso-
ciation is open to participation by non-European
companies, and indeed includes major US and Chi-
nese technology companies. However, only com-
panies with headquarters in Europe can be on the
association's board. In principle, the project is sup-
ported by several European governments. Its stated
goal is to provide a transparent and secure federa-
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1957, which allows the possibility of granting state
aid under certain conditions, but it has long remai-
ned virtually unused.

[In 2020, the governments of Germany and France
proposed an IPCEl on next-generation cloud infra-
structure and services, and in 2021 the Europe-
an Commission approved a general regulation on
IPCEls (European Commission, 2021). This latter is
mainly concerned with defining the rules for justi-
fying IPCEls (based on the highly innovative natu-
re of projects and the existence of market failures
due to the high risks involved), their governance,
transparency in public funds, limiting internal com-
petition distortions, ensuring positive spillovers for
non-participating companies and users throughout
Europe, and the introduction of a claw-back mecha-
nism, whereby, in the event of successful projects,
beneficiary companies are required to repay part of
the aid received (European Commission, 2021).

The IPCEI-CIS on next-generation cloud infrastructu-
re and services was finally approved in December
2023 as a project sponsored by the governments of
France, Germany, Hungary, Italy, the Netherlands,
Poland and Spain, which together will provide €1.2
billion in public funding."

BOX 8

ted infrastructure to ensure that cloud providers'
data and services are governed by common Euro-
pean rules. It was initially presented as a key project
for achieving European digital sovereignty in cloud
computing. After extensive and difficult internal
discussions, it settled into being a project meant
to provide a voluntary technical and regulatory
certification infrastructure on cloud services and
data processing. It is likely to become operational in
conjunction with the approval of the EUCS.

IPCEI-CIS’

is an Important Project of Common European Inte-
rest (IPCEl) on the next generation of edge-cloud
infrastructure and services, promoted by the go-
vernments of France, Germany, Hungary, Italy, the
Netherlands, Poland, and Spain. It will fund the
research, development and first industrial deploy-
ment of an open-source middleware platform
and a common reference architecture for cloud
and edge infrastructure and services. It comprises
19 projects in data processing technologies that




cover the entire cloud edge continuum , from basic
infrastructural layers of software to sector-specific
applications. The projects have been proposed by
19 companies (see Figure 7) which should add €1.4
billion in private investments to the €1.2 billion fun-
ded by governments. It has been called “the largest
open-source project in EU history”,* because of the
central role of open-source software. Its results will in
fact be released under permissive and nonrestrictive
open-source software licenses, while project-spon-
soring companies will have to actively engage and
contribute to the development of open-source com-
munities. This centrality of FOSS has been sought by
the EU Commission itself to reduce the distorting
effects of state aid on competition and to maximise
the spillover effects of investment. It can be seen
as a precedent for future IPCEls and will provide an
impetus for European industry involvement in the
FOSS production model.

The European Alliance

for Industrial Data,

Edge and Cloud’

was created in 2021 by the EC. It is formed by main
European industry players, representatives of mem-
ber states and experts. It is exclusively open to bu-
sinesses that have a legal representative established
in the European Union. It operates through working
groups and defines an edge-cloud strategic industrial
roadmap for areas of joint investment, develop-
ment and deployment. It also advises the Commis-
sion on common European standards and require-
ments for the public procurement for cloud services
and data processing services to ensure a harmonised
European approach and corresponding practices in
public sector bodies across member-states.

was initiated in 2023, funded by the EC through the
DIGITAL Europe Work Programme. It aims at provi-
ding a prototype middleware for cloud-to-edge
federations of common European data spaces, gua-
ranteeing self-determination in data sharing (sove-
reignty), confidentiality, transparency, security, and
fair competition.

The open European
software-defined

vehicle platform”

is a project conceived by the EC in 2023 in agree-
ment with German, French and Italian car manufactu-
rers’ associations, with the support of McKinsey &
Company. It is a concept paper currently proposed
under the EU Commission Key Digital Technologies
Joint Undertaking. It aims at promoting collabora-
tion among EU automakers on “non-differentiating
pre-competitive software developments” and
creating an open reference architecture and stan-
dardised and non-differentiating software elemen-
ts, such as interfaces and middleware. It is meant to
follow an open-source strategy and maintain close
links with the EU initiative on a RISC-V High Perfor-
mance Automotive platform.

MyHealth@EU"

is a planned EU Commission-led platform and pilot
project to develop a decentralised pan-European
infrastructure for the governance and secondary
use of health data. It aims at implementing the he-
alth data space regulation. It should be based on
cross-border interoperability requirements, com-
mon technical standards, and mandatory certifica-
tion schemes. Around such a platform, an ecosystem
should form comprised of common rules, standards,
infrastructures. The platform should ensure citizens'
rights regarding their own data, transparency, secu-
rity, safety and privacy, while at the same time facili-
tating the permitted uses of health records and the
authorised secondary use of data.

Alliance for Internet

of Things Innovation...

was initiated by the European Commission in 2015
and became an association in 2016. Its members are
loT industrial players, European research centres




and universities, associations and public bodies.
Its aim is to promote collaboration in loT and edge
computing research and innovation, standardisa-
tion, and ecosystem building.

The European Open

Science Cloud ...

is a European Commission initiative started in 2015,
aiming at developing a federated infrastructure for
services promoting open- science practices. In the
initial phase of implementation (2018-2020), the Eu-
ropean Commission invested around €250 million in
prototype components. It is steered by a tripartite go-
vernance involving the EU represented by the Euro-
pean Commission, the participating countries repre-
sented in the EOSC Steering Board, and the research
community represented by the EOSC Association.

Cormmission approves up to €1.2 billion support by
/7 Member States for an IPCEl on Next Generation
Cloud Infrastructure and Services (IPCEI CIS)
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Figure 7 — IPCEI-CIS participants
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4.0

THE KEY TEST:
PUBLIC ADMINISTRATION
CLOUD MIGRATION

The use of IPCEls is one of many signs of the accele-
rated change of context in which European digital
policy is developing: a world in which the neoliberal
Washington Consensus is rapidly waning and indu-
strial policy is becoming an imperative. This means
that the EU is being forced to reorganise the way it
functions and its policies. In this sense, digital poli-
cy is going to be a test case for the EU's new indu-
strial policy and credibility (EPSC, 2019; Terzi & al.,
2022).~ Suffice to say that 20% of the Recovery and
Resilience Facility (RRF) - that is €160 billion - has
been dedicated to digital investments. This could be
a unique opportunity to fuel the EU's strategic goals.
However, the use being made of these resources is
also a sign of the risks of a new EU fiasco.

The test case for the EU's digital policy and aspira-
tions of autonomy is undoubtedly going to be the
public administration (PA)’s migration to the cloud.
This is true for at least two reasons. The first is that in
order to secure the most critical data of both citizens
and the public administration, the main European
countries have each developed their own doctrine
based on the need to guarantee such dataimmunity
from access by non-European authorities.

This is especially related to the US Cloud Act,* ap-
proved in that country in 2016, which obliges US
tech companies to allow federal authorities access
when they require it , even when these data are sto-
red in third countries. The obligation to preserve the
security of this data means that public procurement
for critical public administration services could be-
come a protected market for European cloud provi-
ders - and provide a critical mass for implementing
a new standard architecture for cloud infrastructure.
The second reason is that the migration of the pu-
blic administration to the cloud is, so to speak, the
mother of all investment expenses in the cloud
infrastructure of a country and of the EU as a whole.
This is, therefore, a unique opportunity, as the Ber-
lin Declaration of the European Council itself stated.
Missing this chance could be like missing the boat
for the EU's digital sovereignty ambitions.



vt 4.1

THE ITALIAN

POLO STRATEGICO
NAZIONALE AS

A FLAWED BEGINNING

However, if we look at Italy, which is the largest be-
neficiary of the RRF, the picture is quite bleak. Italy
is the first large European country that has underta-
ken a plan for the organic migration of the public
administration to the cloud. The plan is called Polo
Strategico Nazionale (PSN)* and is financed by the
EU Recovery and Resilience Facility."ii Looking at the
PSN, ltaly has classified three levels of data sensitivity
and secured the most critical data from direct mana-
gement by US companies. The plan also takes a mul-
ti-cloud approach to reduce dependency on a single
technology provider. However, the technologies that
will be used are those of the US hyperscalers: specifi-
cally, those of Microsoft, Google and Oracle.”*

This is going to happen through a system of licenses
that will be transferred to the PSN, which is managed
by a consortium of Italian companies with a strong par-
ticipation of the public sector. On closer inspection,
therefore, most of the resources that will be invested
will end up strengthening ltaly’s technological
dependence and an important proportion of them
will be directly feeding the turnover of the main US
cloud computing providers.

This risk is actually generalised in Europe. European
providers are very small and not coalesced around
common technological solutions. And it does not
seem that a European offer suitable for accelerating
the migration of the public administration is ready.
Yet this same acceleration - for both the public and
private sector - is a goal that was set by the Commis-
sion in the 2030 Digital Compass: The European Way
for the Digital Decade.

In the case of Italy, the plan was further accelerated
by the tight deadline imposed by the use of RRF re-
sources. Yet this seems like self-defeating. In current
conditions, in fact, the result of this acceleration will
be to aggravate Europe's technological and econo-
mic dependence in the digital sphere.
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.....E;. 4.2

THE PROBLEMS
POSED BY EXISTING
GOVERNANCE

Still looking at the Italian PSN, another remarkable
aspect can be observed: the evident lack of coordi-
nation between European governments. The ltalian
plan does not refer to European strategies or to the
search for common solutions, not even in terms of
standards and interoperability.

One of the reasons behind this lack of coordination
is that the governance system of strategic digital de-
cisions has not changed, not even at the more infra-
structural level. On the contrary, the digital sphere is
currently one of the areas in which the subsidiarity
principle has been applied the most.

The result is a great decentralisation of deci-
sion-making and a huge fragmentation of public
digital systems. In Italy alone, for example, there
were an estimated 1,252 data centres in 2020.%

This approach has not changed despite the fact that
it is anachronistic in the face of the large-scale design
coordination and governance required for the next
generation of digital infrastructure and the scale of
investment required from the public administration.
Under these conditions, even if there were the politi-
cal will and ability to converge on common solutions
across European governments, it would not be easy
to pursue a coherent and effective digital policy line.

For example, even simply at the Italian level, adhe-
rence to the PSN model is voluntary, and each admi-
nistration will have to decide whether to migrate its
systems and data to the more centralised hubs that
PSN is building. All the indications are that it will not
be easy to convince the various local and sectoral
administrations to join the PSN model, despite the
resources that will be freed up. This is not least true
given that regional public digital agencies and auto-
nomous national administrations have already made
investments to support their cloud migration plans,
and PSN has not coordinated with them.



THE CLOUD DE
CONFIANCE: A
PROTECTED AREA
FOR FEEDING
FRENCH CHAMPIONS

The French government has gradually clarified its
cloud strategy for public administration. Initially, the
strategy was concerned with securing data from in-
terference by non-European authorities, especially
US ones, albeit without excluding the possibility of
using the technologies of US hyperscalers through
the transfer of licenses to companies under French
law.* [taly followed this “French model” when it ac-
celerated its public-administration migration plan in
2021, in order to respect the strict EU-imposed time-
line for the use of RRF funds. In France, however, this
solution has more recently been reconsidered and
deemed inadmissible .

The given explanation for this is technical in natu-
re. The periodic and constant updates to which the
software systems would be subject would requi-
re opening access to these systems to the parent
company that owns the technology. Beyond that,
the French government - and the French EU Com-
missioner Thierry Breton - are the main proponents
of a strong interpretation of the European digital
sovereignty and promoters of an industrial policy
that supports the formation of European (or rather
“French”) champions in cloud computing.*"

In France, industrial strategy is based on the creation
of a Sector Strategic Committee (CSF) open only to
French cloud players, meant to coordinate industrial
players and French government; and in the parallel
promotion of the IPCEl on cloud-edge computing at
a European level, which frees up the possibility of
public-aided investments in the next generation of
cloud technology. But all in all, the main tool envisa-
ged to achieve this goal is regulation.>"

In addition to requesting the inclusion of the cloud
among the Core Platform services of the Digital Mar-
ket Act, subject to specific anti-monopoly legisla-
tion, the French National Agency for the Security of
Information Systems (ANSSI) has approved a certifi-
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cation system for the security of Cloud services (Sec-
NumCloud),” which the French government is now
exporting to European agency ENISA (see Box 4).
Accordingly, the strictest EUCS certifications whi-
ch will be released by ENISA should guarantee the
exclusion of non-national or non-European pro-
viders from the public procurement market for the
management of the most critical public-administra-
tion services and data.

Y. . |

THE GERMAN MODEL:
CONSISTENT, BUT
POORLY FUNDED AND
UNCOORDINATED

The German strategy for the cloud of public admi-
nistrations - the Trusted Cloud - is the one that most
consistently follows the lines declared in the Berlin
Declaration (IT-Planungsrat, 2022). This should be no
surprise. In fact, it was during that rotating German
presidency of the EU that the main axes for the inno-
vation of European digital policy were outlined for
the first time, and the watchword of European digital
sovereignty was taken up.

During that same semester, Gaia-X was launched, ini-
tially as a partnership between France and Germany,
although the concept had actually been incubated
in public-private working groups within the German
Ministry of Economics. In this sense, while political-
ly the authorship of the EU's digital turn largely owes
to Angela Merkel’s government, at the technological
level the concept is primarily a product of German en-
gineering culture. It is therefore unsurprising that the
German plan for the migration of public administra-
tions to the cloud is a coherent and detailed develop-
ment of the guidelines presented in the 2020 Berlin
Declaration.

The German plan involves the definition of a layer of
standardised components, modules and interfa-
ces that must guarantee interoperability between
administrations, “vendor-independence” and the
ease of switching providers or technology. The stan-
dards are defined by a public-led body in which pri-
vate industry and experts also participate . Standards



are in principle mandatory and enter into the merits
of architectural and technological choices, favouring
open-source solutions and specifically the architectu-
re supported by Kubernetes. This is an open-source
software for the orchestration and management of
container applications, developed by the Cloud Nati-
ve Computing Foundation,*i and which has become
a standard architecture adopted by all the main cloud
providers in the world.

The German plan is also compromised with the
adoption of the solutions, standards and interfaces
developed by Gaia-X for the creation of a European
federated data infrastructure, that should guaran-
tee data sovereignty, transparency and interope-
rability. In parallel, the German plan supports the
Sovereign cloud stack (SCS): a project that aims to
develop a federatable and fully open software stack
for cloud service providers. The development work
involves the use of already-tested standard modular
software components.

At the same time, the development of additional so-
lutions funded by the public administration should
systematically promote open-source solutions and
take place on a platform owned by the government
(Open CoDE). It is hoped that standardised solutions
will create a robust market and increase the negotia-
ting power of public administrations to obtain more
cost-effective bids.

The architecture is federated and includes a multipli-
city of data centres operated by the federal govern-
ment, individual states and municipalities, although
a coordination entity is envisaged, which will have
the responsibility of enforcing standards as well as
managing the development platform and the portal
for common services. So far, the German government
has not yet issued clear instructions on the possible
involvement of foreign hyperscalers. But the manage-
ment of public services and data is divided into three
areas, like the Italian plan, with strengthened guaran-
tees: the external, the internal and the reinforced in-
ternal. The plan is still in the pilot testing phase.

The German government has also created a Soverei-
gn Fund to support open-source critical components
and infrastructure. As a whole, this is an organic and
coherent plan. Its main limitations seem to be the
slowness of implementation, the scarcity of resour-
ces allocated to its development, and the lack of any
coordination with other European governments. The
latter seems to be the major weakness.

Without the convergence of a critical mass around
common architectures and developmental paths, the
rollout of stand-alone solutions seems risky and do-
omed to repeat mistakes already seen in past adop-
tions of open- source solutions by public administra-
tions, which have not proven vital and sustainable in
the long run (Berlinguer, 2020b).
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it 4.5

THE EUROPEAN
PLAN FOR PUBLIC
ADMINISTRATION
MIGRATION,

IF IT EXISTED

While ltaly limited itself to guaranteeing national
management of the most sensitive data, the plans
of France and Germany combined could outline the
contours of a possible European strategy for the mi-
gration of public administration towards the cloud,
which is at the same time technological, regulatory
and industrial.

If we entered into an exercise in abstraction and out-
lined this strategy in just a few words, as if it existed
already, then these would be its main characteristics.

Technologically, its core infrastructural componen-
ts would realise the principles set out in the Berlin
declaration: open-source software, common stan-
dardisation, modularity, and interoperability. This
choice of technology would be based on consolida-
ting common building blocks, and leveraging the
more mature open-source components that already
form the backbone of cloud infrastructures. It would
furthermore proceed by sharing efforts and results
- through common standardisation and publicly fun-
ded FOSS developments — so as to progressively pie-
ce together an organic and complete stack of com-
mon open-source technologies, at least for the most
basic infrastructural levels and for the most common
public-administration services.

The regulatory arm would reinforce this strategy by
making these principles, standards, technological
specifications, and interoperability rules mandatory
for public administrations and for critical service in-
frastructures. This could perhaps involve excluding
non-European providers from these markets, at least
in the most sensitive services, either for security rea-
sons or because of the need to protect EU citizens,
business and governments’ most sensitive data from
extraterritorial surveillance activities by foreign au-
thorities, and ensure full compliance with the stricter
EU regulations on citizens’ privacy.

These two conditions combined would create a spa-
ce for nurturing a European cloud industry, first by
encouraging European providers to coalesce around



these common technological building blocks, archi-
tectures and specifications, and secondly by creating
a protected market to grow European cloud pro-
viders. This convergence could foster the formation
of “European champions” as in the French version.
Or, in a less centralised model, it could promote the
formation of federations or consortia of software
component “aggregators”, around these common
infrastructural building blocks.

These consortia could form an important green shoot
for an autonomous European cloud industry and su-
stain the development and maintenance of European
common standards. Moreover, the formation of this
ecosystem of providers and users would help to tack-
le some of the weaknesses that FOSS components
sometimes display, creating the conditions for intro-
ducing innovative arrangements aimed at reinforcing
the maintenance, development, and compatibility of
these same infrastructural components (see Box 9).
Furthermore, around these infrastructural layers an
ecosystem of services and applications providers
could develop, relatively free from the risk of being
trapped in platform vendors’ lock-in strategies.

This same pattern can inform (and has been designed
to inform) a common European policy for areas of
innovative cloud-technology development. Gover-
nance in innovation is different and certainly more
complex than consolidating existing mature compo-
nents and solutions through standardisation efforts.
The difference resembles the dichotomy between
exploration and exploitation (March, 1991), which, in
software, is more commonly defined on the basis of
the “maturity” or “stabilisation” of certain technolo-
gical components or packages. Yet also with regard
to innovative developments, EU policy relies heavily
on standards — at least in theory - and they are defini-
tely an important road. The same principles applied
here push toward investing in and promoting open
standards and open-source solutions. This is envisio-
ned in the new Edge-Cloud-loT architecture which
is promoted by initiatives like Gaia-X, the IPCEI-CIS,
the European Alliance for Industrial Data, Edge and
Cloud, and it is applied in tentative experimental im-
plementations such as Simpl or the Open European
software-defined vehicle platform (See Box 8).

It seems that the main difficulties here concern the
possibility of aggregating a critical mass of adopters,
users and developers around the chosen technology
options, instead of proceeding in isolation, as has
been donetoo manytimesin public-sector-supported
open-source projects. Another challenge ishowto ca-
librate the adoption of standards with strategies that
minimise the risk of being locked into a single trajec-
toryandthatinstead maintainflexibility andresilience,
including by encouraging exploration, redundancy
and the pluralism of paths (Benkler, 2016), for exam-
ple, combining standards with modularity and with
design efforts for compatibility and interoperability.
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A strategy of this kind, moreover, would mimic and
attempt to exploit the practice of competing by
proposing open-source solutions, a practice whi-
ch is now widespread between large technological
companies in their “standard wars”. This is aimed at
aggregating a critical mass of developers and enter-
prises around their technological platforms in order
to accelerate adoption and innovation. Al itself - pro-
bably the most impactful of the last generation of di-
gital technologies - could be another terrain on which
to test a policy of this kind. As in any frontier of digital
innovation, in fact, a fierce competition is growing
between tech giants, and open-source solutions are
already being used to catch up and reverse initial di-
sadvantages, accelerate adoption and innovation.
The EU could accelerate this evolution.>ii

However, in both cases - the consolidation through
standards of more mature technology layers and the
push for adoption of open-source solutions and open
standards in the development of innovative technolo-
gies - the most challenging aspect is probably the cre-
ation of innovative governance models. These could
probably take on some of the characteristics of the
latest generation of FOSS foundations and the forums
they organise. These are the organisations currently
driving the development of the most advanced and
complex FOSS initiatives, including the most impor-
tant cloud technologies. The Cloud Native Compu-
ting Foundation and the Open Infrastructure Foun-
dation are examples of this. However, the presence
of state actors and public goals would change and
reformulate the functioning of these spaces. Figuring
out how to do this is a task that is still waiting to be
outlined and addressed. (See also section 5.3).

Free and BOX9
Open-Source
Software security:

a societal problem

There have been several episodes of suddenly disco-
vered vulnerabilities in very popular FOSS program-
mes, which have caused waves of global panic. This
is because sometimes these FOSS components are
used by millions of organisations, including the lar-
gest tech firms, such as Google or Amazon, or by the




most important governments, for example, US gover-
nment departments or European Union directorates.
These incidents have helped bring to light the com-
plexity of the “dependencies” that characterise com-
plex digital systems today, and the lack of awareness
on the part of even the largest and most sophisticated
organisations about the nature of these technological
dependencies and of the forces on which their main-
tenance, updating and security depend.

For example, the Heartbleed case*™ showed how a
critical application in security systems used by mil-
lions of organisations depended on just a handful
of developers, who maintained it almost exclusively
on a voluntary basis, with virtually no resources. In
another famous case - NPM “colors” and “faker”**- it
was one of the developers who deliberately introdu-
ced errors into some libraries, downloaded millions
of times each week and on the operation of which
thousands of other programmes depend.

In that case, this action was a form of protest and re-
taliation against mega-corporations and commercial
consumers of open-source projects who extensively
rely on cost-free and community-powered software
but do not, according to the developer, give back
to the community. Finally, another recent headli-
ne-grabbing case was the one that hit Log4j, a ubi-
quitous, open-source Apache logging framework
library that put a very large portion of Internet-con-
nected digital systems at risk,** in this case trigge-
ring more robust governmental initiatives.>!

Arecentreport gives an Idea of the extent of the syste-
mic and societal problem not addressed by existing
governance in the FOSS ecosystem. According to this
survey, 96% of the software that was scanned contai-
ned open source, and, on average, 76% of the sy-
stems were made of open-source components. At the
same time, 84% of the scanned software contained
at least one vulnerability and 48% of the programmes
contained high-risk vulnerabilities (Synopsis, 2023).

Overall, these incidents have led to the institution of a
number of “ecosystem-wide” initiatives aimed at bet-
ter securing FOSS digital “infrastructure.” In several
cases, governments themselves have promoted these
initiatives. Among these, the main ones have been the
Core Infrastructure Initiative,* later evolving into the
Open Source Security Foundation,*" both organi-
sed under the auspices of the Linux Foundation, both
funded by the tech industry, and in the latter case pro-
moted under the impetus of the US government.

In Europe, the EU Commission activated for some
time the FOSSA bug bounty programme, > while
the German government recently established the So-
vereign Tech Fund** to fund and ensure FOSS criti-
cal infrastructure. Legislation is also being drafted to

strengthen the security of digital systems and FOSS
specifically, for example in the EU with the Cyber Re-
silience Act (CRA)* and in the USA with the Secu-
ring Open Source Software Act (SOSSA). i

The problem is far from solved, however. It remains
very challenging, because of the enormous amount
of programmes that need to be secured; the com-
plexity of these systems and of the dependencies
that constitute them; the decentralised and uneven
nature of the initiatives that generate, maintain and
update these systems; and the difficulty of finding
effective and fair mechanisms for distributing the
burdens and benefits generated by these systems’
creation, maintenance, use, and securing.

The draft European CRA, for example, is drawing
sharp criticism from many in the FOSS ecosystem.
CRA aims to force commercial software distribu-
tors to take responsibility for programme security
by making good security practices mandatory, as
also happens in other sectors. Prominent voices in
the FOSS world, however, have accused it of alte-
ring the “social contract” that underlies the entire
open-source ecosystem.

FOSS, in fact, is provided for free, can be modified
and further distributed for free, but is ostentatiously
released and disseminated under licenses that di-
sclaim any responsibility or warranty for the authors,
contributors or distributors of the software. The cla-
sh around the CRA highlights how FOSS has beco-
me a pillar of digital society, and thus its security is
becoming a concern for governments. However, ac-
cording to these critical voices, CRA fails to adequa-
tely define, organise and distribute burdens, incen-
tives and support among ecosystem players, thus
risking overburdening FOSS developers and small
businesses with compliance work and failing to stre-
amline a proper certification process that adheres to
the complexity of FOSS production characteristics
(Phipps, 2023).x%x

According to some (for example, Milinkovich,
2023), CRA could even incentivise the introduction
into FOSS licenses of clauses that cut off Europe
from the free use of FOSS programmes, so that they
can be shielded from the risks of being brought to
task for unjustified and unwanted responsibilities.

On the other hand, the proposed SOSSA bill in the
United States follows a light-touch regulatory ap-
proach. It envisages a new office in the federal go-
vernment responsible for mapping and monitoring
infrastructure risks in the FOSS programmes on whi-
ch government and critical infrastructure depend,
while maintaining a voluntary framework based on
private industry incentives to promote public-priva-
te partnerships to improve FOSS security.




However, SOSSA is subject to opposite critiques, ac-
cording to which it fails to introduce a clear system of
liability and therefore of incentives that ensures that
security problems are routinely researched, identi-
fied and solved. In so doing, it fails to intervene in
the basic failure that the FOSS ecosystem is exhibi-
ting, namely, society's insufficient investment in the
security of open- source software, which contrasts
with the systemic reliance upon it.

Ultimately, addressing the security of FOSS invol-
ves addressing the unresolved problems that run
through this innovative production model. One of
these is the unequal distribution of burdens and
benefits that FOSS - as an open-access common
good - generates, which has serious side-effects,
for example, in the habitual lack of time, of incen-
tives and of sustainability that plagues those who
maintain of these systems. Another is the fragmen-
tation and insufficiency of effective mechanisms
to coordinate a process of innovation, production
or securing that is itself highly decentralised and dy-
namic. In developer jargon, we might refer to this as
the lack of a “single point of truth.” Addressing the-
se unresolved issues suggests a space for innovative
public policies.

This is a topic to which we will return in Part Il1.

+ 4.6

EU STRATEGY: MISSING
CLARITY, CONSISTENCY
AND DETERMINATION

Still, as we said, all this was just an exercise in ab-
straction. In reality, things have taken a different
course. Overall, EU governments failed to exploit
the opportunity of using the RRF funds to push for
a coherent and coordinated strategy in the migra-
tion of the public administration to the cloud. More
generally, it is easy to point out limitations and con-
tradictions of these public-administration migration
plans. We could cite the slow pace of implementa-
tion, which clashes with the acceleration of cloud
adoption aimed for in the EU's Digital Decade plan;
the scarcity of resources allocated to these plans;
and, most importantly, the lack of consistency, coor-
dination and alignment of national plans.
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And this picture, made up of a lack of determination,
coherence and clarity, would be magnified yet fur-
ther if we widened our perspective to include all EU
member states. Behind this situation, some structu-
ral weaknesses can be easily identified.

In the first place there are uncertainties, hesitations
and divisions on the nature of EU strategic auto-
nomy in the digital sphere, especially in relation to
the USA (but hesitations, oscillations and inconsi-
stency exist on 5G and Chinese providers too). This
is a source of ambiguities in each step and in each di-
rection. The stories of the “sovereign clauses” of the
EUCS (see Box 6) - under discussion for over three ye-
ars - or of the new agreement on the transfer of perso-
nal data of European citizens to the USA (see Box 3),
are illustrative, in this sense. And Russia's invasion of
Ukraine has clearly further weakened the EU's aspi-
ration for autonomy. The most obvious consequence
of this lack of clarity, determination and consistency
is that it does not allow the definition of any kind of
sustained, convergent and congruent investment to
fuel a coherent European cloud strategy.

The second underlying reason is the absence of a
significant European cloud industry and, more
generally, a strong autonomous digital industry
(see Figure 4). Like governments, the main industries
in the European market have settled into a position
of users and consumers of digital technologies. This
vacuum of strong European economic actors in the
digital sphere probably has facilitated the possibility
of regulatory intervention, as resistance from dome-
sticlobbies is weaker. But it denotes an accumulated
structural weakness that would require much effort
and innovative approaches to be breached.

And, though some elements of innovation have been
outlined, a common and cohesive political will does
not have emerged, and to take form it would have to
overcome no few resistances. After all, any industrial
policy can easily lead, at least in the beginning, to
inefficient and ineffective results, and especially to
unequal economic advantages and disadvantages.
This may in turn ignite conflicts between different
governments, countries, and economic interests,
for instance reinforcing the hostility of smaller coun-
tries and economic sectors that are users and not
providers of cloud technologies, and that do not see
much benéefit in trying to build a European cloud in-
dustry through subsidies or protectionism.

Finally, there is a structural inadequate governance
for the digital transition in EU public administra-
tions. The extremely decentralised system of com-
petencies in the digital sphere has historically been
a major source of weakness and resource wastage in
European countries and in EU public procurement. It
has made it easy to trap European public administra-
tions in costly lock-in strategies (European Commis-
sion, 2013; Berlinguer, 2020b).



It has frustrated multiple public-administration har-
monisation plans and collaboration programmes, as
with the substantial failure of the EU's ISA and ISA2
programmes (Renda & al., 2021). This lack of coordi-
nation is an even more glaring problem in view of the
infrastructural nature of cloud computing systems.
There is an obvious need for a more unified agency
(Florio, 2020), if only simply to reduce costs, avoid

dispersion of resources, provide competent leader-
ship, and simplify migration plans. This coordination
is an objective that a new legislative proposal - the
Interoperable Europe Act (see box 10) - aims to bring
closer, at least giving legitimacy to a more shared
governance of public-administration digital systems.
But frankly, it is hard not to see this as a classic case of
“too little too late.”

Interoperable Europe BOX10

The Interoperable Europe Act (IEA) is the name of a
regulation proposed in 2022 to improve coopera-
tion and interoperability among national public ad-
ministrations within the EU on data exchanges and IT
solutions. It follows the disappointing results of the
European Interoperability Framework (EIF)-aset of re-
commendations foradministrations withinthe EU - ini-
tially introduced in 2004 and subsequently updated
and carried forward by three different programmes
called: the IDABC, ISA1 and ISA2 (Renda & al., 2021).

All these initiatives were based entirely on a vo-
luntary approach, hence the idea of introducing a
more stringent instrument with the Interoperable
Europe Act. In reality, the only additional mandatory
provision that the IEA would introduce is limited to
requiring an assessment of the impact of any choi-
ce of IT systems on pan-European interoperability,
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and its stated aspiration does not go beyond the
creation of a “network of sovereign digital public
administrations.” The main goals of a European inte-
roperability framework are to improve cross-border
interoperability between administrations and public
services, to share and reuse solutions, often based
on open source, to accelerate the digital transforma-
tion of the European public sector, and to save costs
for public administrations, businesses and citizens
dealing with public administrations. A further step
envisaged by the |IEA is the establishment of a com-
mon governance system through the creation of the
Interoperable Europe Board. However, it is difficult
to imagine a decisive breakthrough coming from
this body, composed of representatives from the
EU member States, the Commission, the Commit-
tee of the Regions and the European Economic and
Social Committee.




A MATRIX
FOR RETHINKING
PUBLIC GOVERNANCE




AN UNFINISHED
WORK OF INNOVATION

To what extent is there really a political will and unity
in favour of European digital autonomy, among the
EU’s governments? Will the EU countries find a way
to overcome internal divisions and converge on com-
mon and implemented - as opposed to simply decla-
red - solutions on the regulatory, technological and
productive terrain in cloud computing? To what ex-
tent is the EU able to implement innovative, effective
and unifying industrial policies? These are some of
the many questions that fuel doubts about the outco-
mes of European policies on cloud computing.

Amid these doubts and uncertainties, the EU has
nevertheless begun to deal with an important issue:
the construction of new instruments for the political
governance of the new generation of digital infra-
structures. There are numerous aspects of the EU’s
cloud computing plan that would deserve critical
investigation and a better understanding of their
challenges, innovations, limitations or implications.

Figure 8

In this last part, we will make some effort in this di-
rection by focusing on one single aspect of the EU
strategy, which is perhaps the most original: the
principles of technology design and development
identified in the EU cloud strategy.

In the following, we will frame these principles as
rooted in a matrix that has grown and evolved or-
ganically in the development of digital technology
and explore the motivations that have brought these
principles to the fore, indeed so much so that they
were enshrined in a solemn political declaration by
the European Council in 2020. We will then try to
answer some questions. What are the most notable
features of these principles? What can their adop-
tion by EU policy teach us in terms of innovations
which are underway in the governance of large di-
gital technological systems? The following analysis
will allow us to highlight areas in which we should
expect public policy innovations, but which do not
seem to have been sufficiently thematised in EU po-
licy thus far, and which could play a critical role in
renewed current attempts to develop policy gover-
nance regarding large technology systems and digi-
tal infrastructure, even beyond the case of the EU.

vt 5.7

AN INNOVATIVE
MATRIX OF PRINCIPLES
OF TECHNOLOGICAL
DEVELOPMENT

The technology design principles to which we refer
were first presented in the aforementioned Berlin
Declaration: which is to say, the European Council
Declaration on Digital Society and Values-Based
Digital Government in November 2020 (European
Council, 2020). They are presented in the chapter
5 of the declaration, entitled: “Digital sovereignty
and interoperability” which succinctly summari-
ses the European strategy in the digital field and in
cloud infrastructures (see Figure 8). There, we find
a reference to digital sovereignty, in its most pecu-
liar sense, the one that emphasises the preservation
of the autonomy of choice and action in the digital
world. Reference is made to the role of the public
sector as a lever to support a deployment of these
systems. There is also an explicit reference to data
sovereignty, as the backbone of the EU's competi-


https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=75984

tive and economic strategy. But above all - and this
is the most unusual aspect in a political declaration
- we find a set of principles with which European di-
gital infrastructures and systems in the public sector
should comply: interoperability, common stan-
dards, modular architectures and open-source
software. All these are principles of design and
development of technological architectures and
systems (See Box 8).

The Matrix:

four principles for

EU cloud sovereignty

The Berlin Declaration sets out four principles as
benchmarks for building “sovereign” cloud infra-
structures. These principles actively applied in many
of the initiatives, legislative and otherwise, that the
EU has undertaken in recent years with the aim of
regaining spaces of autonomy, control and self-de-
termination in digital systems — or rather, dismant-
ling the monopolistic position of digital gatekeepers
(see Box 5 and Box 8).

The governance of these design and technology
development principles, and their intertwining, are
already very important in the current constitution
of digital systems. They are principles that help ma-
nage the increasing complexity of these systems,
but they also influence the freedoms and constrain-
ts of the different actors operating within these
systems, the possibilities for innovation, and the
economic models that are established at the diffe-
rent levels and layers of today's digital ecosystems
(Berlinguer, 2021).

EU interest in these principles indicates that they
are becoming a new focus for public authorities
and public policy. An important question in the
near future will be: how will the intervention of sta-
te actors influence the dynamics and governance of
these principles?

Interoperability

The term “interoperability” refers to the ability of a
system or product to work together with other sy-

stems or products (Wegner, 1996). In information
technology, it refers to the possibility of exchanging
information between systems. With the increasing
complexity and integration of digital systems, one
of the most important challenges facing large-scale
systems is the interoperability of their component
systems (Rezaei & al., 2014). (see Box 2)

The concept of interoperability has progressively
expanded its application. The EU has for the last two
decades faced struggles in its attempts to foster inte-
roperability among European public administrations
in member states, with the objective of facilitating
communication, coordination, simplification, re-
source saving and the creation of a common market
for public administration services. In response, it has
moved to classify four types of interoperability: the
syntactical, technical, semantic and organisational.

A smooth internal technological interoperability
and - conversely —an external proprietary, unilateral-
ly modifiable interoperability, represent a key tool
and competitive advantage used by large platform
companies to achieve high levels of technological
integration in their systems, while at the same time
controlling and selectively opening their platforms
to services and applications offered by third parties
(Sharma, 2019).

On the opposite side, more recently interoperability
has attracted a great deal of interest in anti-trust de-
bates. Interoperability is seen as a potential tool to
combat lock-in strategies and monopolistic practi-
ces in digital platforms and digital markets. Itis seen
as an alternative to more drastic interventions, such
as breaking up dominant monopolistic companies
(Sharma, 2019; Kades & Morton, 2020). Interope-
rability is a mandatory requirement in telecommuni-
cations, for example, and in this sector it - together
with other norms - allows customers of different
telephone companies to communicate with each
other and to change telephone companies, without
technological obstacles.

On paper, the EU has long since introduced regu-
lations that require interoperability rules in digital
services. The GDPR, approved in 2016, already pro-
vides for the right to personal data portability and
switching between different digital service compa-
nies; and this was reinforced by the regulation on
the free flow of non-personal data (2018).

Following those provisions, a laborious process of
self-regulation led in 2020 to the definition of SWI-
PO (Switching Cloud Providers and Porting Data)
voluntary codes of conduct for cloud-service provi-
ders. However, more recently the Digital Market Act
has introduced more stringent and mandatory rules
of interoperability for the “gatekeepers” in “core




platforms services” (see Box 5), with very onerous
fines in case of non-compliance. And the proposed
Data Act contemplates the introduction of a binding
obligation for cloud-service providers to offer data
and application portability, giving the EU Commis-
sion the power to introduce interoperability specifi-
cations and standards.

Standards

If the notion of interoperability can be applied to
a broad range of integrative efforts, the term “stan-
dard” has an even wider scope (Edwards, 2004).
Technical standards represent an important family of
standards, but not the only one. In general, this term
refers to something established as a rule, a model,
or a measure, by authority, custom, or general con-
sent. Kindleberger (1983) distinguishes two clas-
ses of standards in an economic perspective: those
that create economies of scale and those that lower
transaction costs.

Depending on the procedure through which they are
established, standards can be classified as: de facto,
de jure or developed by recognised standard organi-
sations. In the last decades, in ICT, governments and
recognised international standard developing orga-
nisations (SDO) have been increasingly pushed aside
in favour of de facto standards, and standards have
often become the terrain of “standard wars” (Varian
& Shapiro, 1998) in the market (according to the rule
“the winner takes all”).

Otherwise, they have been pursued through private
consortia or by a plethora of new competing stan-
dard-setting organisations (SSO). In software, howe-
ver, Free and Open-Source Software has gradually
emerged as an outsider and unexpected protagonist
in the de facto global standardisation scene (Burson,
2018; Knut & al., 2019; Berlinguer, 2021). More re-
cently, governments are showing a growing interest
in retaking a role in standard-setting, sometimes al-
lying with FOSS in this effort. Indeed, China’s ambi-
tious standards strategy in emerging technologies
- revealed in the China Standards 2035 programme,
published in 2018 - was one of the alarm bells that
most contributed to the turning point in the USA’s
and EU’s relations with China (Liu & Cargill, 2017;
Seaman, 2020).

The EU has long identified standards as a crucial le-
ver of its technological and industrial policy, and from
2016 began to develop a standards strategy, both for
improving internal homogeneity and in the attempt to
influence the international competition in emerging
new technologies (European Commission, 2016).

More recently the EU has taken on a more proactive
orientation. The most recent legislation, in several
areas related to cloud computing, has granted the
Commission the power to choose and adopt techni-
cal standards in emerging technologies.

Modularity

The concept of modularity has since the 1980s incre-
asingly been adopted in many disciplines: techno-
logical and industrial design, organisational studies,
biological sciences, ecology, psychology and co-
gnitive sciences. In general terms, modularity refers
to systems made of components - modules - which
can be separated and recombined. It has its concep-
tual opposite in tightly integrated systems.

It is an architectural strategy generally associated
with the need to reduce complexity, maintain flexibi-
lity, and reinforce systems’ resilience (Simon, 1962;
Ethiraj & Levinthal, 2004; Garud & al. 2009). It also
simplifies the organisation, management and coor-
dination of the social division of labour (Baldwin &
Clark, 2000; Langlois, 2002).

In modular systems, each component can be de-
veloped or modified autonomously and be easily
integrated in larger systems, thorough interfaces,
standards or architectural design rules. Modularity
has become a typical characteristic of large software
systems and it is a strategy largely utilised in softwa-
re development. Among the advantages attributed
to software modularity are the fact that it simplifies a
decentralised division of labour and innovation, re-
duces cognitive complexity, facilitates adaptability,
evolvability, and provides a simple way to assemble
re-combinable varieties and customised solutions
(Manovich, 2005; Ethiraj & Levinthal, 2004).

Open-Source Software

(Free and) open-source software — OSS, or FOSS - is
software developed and released on the base of li-
censes that allow anyone to freely use, copy, study,
change and redistribute it. Its opposite is proprie-
tary software, which applies restrictive copyright li-
censing, normally charges for its use, and keeps the
source code a secret from users or clients (on FOSS
trajectory see also box 10 and section 5.4). FOSS has
had a long trajectory and a surprising evolution. Its
unconventional way of organising the production
of software in fact took its first steps at the margins
of industry, within informal communities of auto-




nomous developers. Yet, today tens of thousands
of companies participate in the FOSS ecosystem in
different ways and it is estimated that between 70%
and 90% of existing software systems are made of
open-source components (Synopsis, 2023).

FOSS is centre-stage on all the main frontiers of di-
gital innovation, from cloud computing, to loT, Al,
5G, DLT, and even quantum computing. In certain
cases, open-source solutions have become an arena
for convergence, standardisation and industry-wide
forms of collaboration. Still, in other cases FOSS al-
ternatives have become a central instrument for ca-
pitalist competition (Berlinguer, 2018).

Communities are still important in the dynamics
of FOSS, and their modes of operation still shape
the basic norms that govern the FOSS ecosystem
(O’Mahony, 2007). However, the FOSS ecosystem
has radically changed. Companies are the main
protagonist of FOSS development (Perens, 2005;
Berlinguer, 2018; O'Neil & al. 2021).

Some FOSS foundations have grown spectacularly
thank to firms’ economic support (Krazit, 2020) and
Big Tech’s influence on FOSS has also expanded,
sometimes in problematic ways (O’'Neil & al., 2022;
Marti, 2022; Pannier, 2023), such as for example
with Microsoft's acquisition of GitHub, the main
FOSS development platform.

The declaration establishes an explicit relationship
between this matrix of principles and the preser-
vation of conditions of freedom in cloud compu-
ting. Interestingly, we can interpret this freedom in
two ways: as maintaining greater flexibility and thus
strengthening the resilience of these technologi-
cal choices; and as reducing the risks of vendor
lock-in and capture for users. Furthermore, these
principles are often associated, also in EU docu-
ments, with other values such as more competition
between alternative solutions, greater democratisa-
tion of innovation, transparency, and suitability for
decentralised and federated solutions.™

To begin with, there are two points worth making
on this statement and the matrix which it highlights.
The first is that it helps to bring to the fore the impor-
tance of these technological and architectural choi-
ces in the governance of digital ecosystems’ econo-
mic, legal and political characteristics. The second
is that this matrix of principles to which the EU has
decided to entrust the design of cloud architectures
is based on trends that have become predominant
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in the development of software systems. These prin-
ciples are in fact used pervasively in the architecture
of present-day digital systems.

Among these principles of technological develop-
ment, the most remarkable and innovative is without
doubt Free and Open-Source Software (FOSS).
The paramount reason is its ownership regime:
FOSS is in fact a digital commons (Benkler, 2013).
Its most distinctive feature is that it is governed by
licenses that allow anyone to access, use, copy, mo-
dify, develop and redistribute it. That is, FOSS radi-
cally overturns the principle of exclusivity enforced
by intellectual property rights (IPR). This basic in-
stitutional arrangement has crucial implications for
models of governance and ways of appropriating
the value of the resource (Benkler, 2013; Berlinguer,
2018). The most obvious of these is that it cannot be
directly commercialised.

In spite of this characteristic, FOSS has step by step
come to largely dominate software production, i.e.
the leading technology and industry of the digital
revolution. Arguably, its success has challenged
many entrenched beliefs about the need for intel-
lectual property rights to incentivise innovation, and
assumptions regarding the failures in public goods
provision or in the governance of the commons, in
the digital sphere (Arrow, 1962; Hardin, 1968). But
before FOSS ecosystems reached this point, their
models of governance in have significantly changed.

In fact, to cope with the challenges of its own expan-
sion, FOSS has been a constant source of innovation
in governance systems and economic models, which
have continuously evolved (Berlinguer, 2023). Inde-
ed, FOSS can be thought as the laboratory of inno-
vations for the new digital paradigm (Perez, 2003;
Berlinguer, 2020a). In its initial stage, the main inno-
vations revolved around licensing and the invention
of new organisational solutions aimed at facilitating
collaboration among dispersed and diversely mo-
tivated contributors, in the absence of hierarchical
ties or market transactions.

In the subsequent phase, FOSS has been a labora-
tory for new economic models and new forms of ca-
pitalist competition. As we will argue in the section
6.4, FOSS is now entering a third stage of evolution,
as, by all evidence, government and public policy
are now centring their attention on FOSS (on the
evolution of FOSS see also section 5.4 and Box 11).

But FOSS is especially significant also from another
point of view. FOSS's trajectory and its success have
also deeply influenced the evolution of the practi-
ces surrounding the other principles of the afore-
mentioned matrix: modularity, interoperability
and standardisation. For example, in software,
FOSS is increasingly supplanting traditional stan-
dards-development approaches, providing a model



for “open standards”. This latter model is more in-
formal, agile, and suitable for digital systems, as it is
based on continuous and direct implementation (ra-
ther than going from specifications to follow a cum-
bersome path, as is customary for standard deve-
lopment organisations), and at the same time more
equitable, accessible, and transparent, as FOSS
standards ensure a drastic reduction in barriers to
adoption, development, and testing, thanks to the
absence of royalties and the freedoms guaranteed
by FOSS licenses (Burson, 2018; Blind & al.. 2019;
Berlinguer, 2021).

Similarly, FOSS has influenced the approach to in-
teroperability, or the ability of different systems or
software components to work together, exchange
information and use each other's functionality or
data seamlessly. It has fostered this by promoting
open protocols and open standards, facilitating
adaptability and extensions, and spreading the use
of "open APIs" (open application-programming in-
terfaces), as opposed to proprietary APls. It has also
facilitated and encouraged the growth of modulari-
ty, that is, the design and development of systems
made of components that can be easily separated
and re-combined.

Indeed, to a large extent, FOSS and modularity have
grown in parallel and symbiotically in software pro-
duction and development, as the partitioning of
a project into modular components facilitates the
organisation of uncoordinated collaborations and
decentralised developments, which fits with the
FOSS model, while FOSS licensing has made it easy
to reuse modular components — ones which FOSS
culture often celebrates as being “permissionless”.
But maybe the most prominent example of this sym-
biotic growth is provided by the software develop-
ment platforms, which have become fundamental
infrastructures of the software industry.

All the main platforms have, in fact, incorporated the
logic of "forking"as the ordinary, default mechanism
for facilitating the parallel development of workflows
on the same programme. By “forking” they refer to
the ability to clone the software and divide its deve-
lopment —initially thought of as a tool of last resort in
the hands of FOSS communities to hold project lea-
dership accountable or as a way to resolve internal
conflicts over project development.

FOSS, standardisation, modularity, and interopera-
bility have thus come to be increasingly intertwined
in their evolution. Together, these principles can be
regarded as a matrix which has become a crucial le-
verage by which — not simply technological systems
development but - rules and economic models are
being shaped and governed in digital ecosystems.
And, although this is neither clearly stated nor direct-
ly addressed in EU policy, the most distinctive featu-
re of this matrix is that it is non-proprietary. Being a
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matrix, and being always combined with proprietary
layers, however, the configurations to which the pos-
sible applications of these principles give rise can be
very diverse. The clearest example of this is provided
by the parallel growth of widespread FOSS use along
with the formation of giant monopolies in the digital
sector (Berlinguer, 2018).x

This apparent paradox also means that the importan-
ce of this matrix does not allow any simplistic tech-
nological determinism to be deduced and applied
from it. Rather, the art of governing and combining
the different principles of this matrix is fundamental.
Indeed, Big Tech companies have learned to skilful-
ly orchestrate networked activities and ecosystems
around their platforms by carefully modulating the-
se principles with closed, proprietary systems. The
use of this matrix by the public actor constitutes a
decidedly new area of policy experimentation.

.....E;. 5. 2

A NEW FOCUS
FOR PUBLIC POLICY

But whatis behind the success of this matrix of princi-
ples, anyway? There is no singular explanation. Fur-
thermore, intheliteraturetheyarenottreatedasama-
trixandareinsteadusuallyeachaddressedseparately.

However, looking at the diverse literature that has
developed around each of these principles, there
are two general rationales that are most widely used
to justify and explain the adoption of these indivi-
dual design rules, which moreover largely overlap:
that is, to simplify complexity management and to
reduce communication and transaction costs (see
for example: Steinmueller, 2003; Baldwin, 2008;
Gottschalk, 2009; Benkler, 2013; Blind, 2016).

Therefore, following this common thread, we can
interpret this matrix as consisting of a family of solu-
tions thataddress the daunting complexity and enor-
mous transaction costs implicit in the development
of these very large dynamic techno-infrastructures,
without trying to return to the old solutions - the
use of vertical, integrated, and planned forms of
hierarchical organisation - that were typical of
the Fordist era (see Box 12).



Transaction costs and the mutation

of the predominant organisational models

Transaction cost theory has attracted strong interest
especially with the growth of ICT and the Internet.
Transaction costs can be described as the costs and
risks that a firm incurs in purchasing a good on the
market instead of producing it internally. The eco-
nomic theory on transaction costs developed orga-
nically from the 1970s onward. Its main theorist has
been Williamson (1979; 2010). But approaches to
transaction cost theory have varied (North & North,
1992). The origin of the concept, however, is older. It
is owed to Ronald Coase, and dates back to a famous
1937 article: The Nature of the Firm (Coase, 1937).
The article aimed at giving a theoretical explanation
of the choice between firm or market (“make or buy”,
as later would have been said). Historically, however,
the background that needed to be explained was the
success of the corporate model that emerged with
Fordism: large, vertically integrated firms.

What explains the success of this model of organising
production with respect to markets? Vertically inte-
grated corporations in fact eliminate the (purchase
of goods on the) market through the planning and in-
tegration of production processes - sometimes from
raw materials to the final product - within an internal
hierarchical chain of command (Chandler, 1993).
The explanation, in this article, was located in the re-
duction of transaction costs, although Coase did not
use this term. He used the concept of the “costs of the
price mechanism”.

In the subsequent development of the theory, these
costs have been often grouped into three catego-
ries: 1) search and information costs; 2) bargaining
and decision costs; 3) policing and enforcement co-
sts. But the list of transaction costs has continuously
grown as well as the estimate of their weight within
the economy as a whole. In general, these are costs
different from production costs and not calculated in
prices, and they are thus very difficult to estimate. On
the opposite side, Coase pointed out - as a limit to the
internalisation of processes - the growing costs, ineffi-
ciency and misalignment in organisations as their sca-
le grows. Some have subsequently called these latter
“internal transaction costs”, but this use of the con-
cept is more controversial. The theory of transaction
costs has found a broader treatment in the New Insti-
tutional School, starting from the 1970s. Within this
tradition, markets and hierarchies are represented as
two polarities - two ideal-types - around which to stu-
dy the comparative advantages of the different fami-

lies of solutions to “coordination” problems (William-
son, 1973). One of the criticisms made to this school
is that it is based on an abstract concept of efficiency,
as a criterion in choosing the most appropriate form
of governance, without taking into account the role
that different groups, their interests, and their asym-
metries of power have in the prevalent choice of or-
ganisational and institutional forms. In any case, the
theory brings to light dimensions often completely
overlooked by neoclassical economic theories, cen-
tred on market mechanisms (and on the implicit assu-
mption of zero transaction costs).

With the ICT and the Internet, many have been promp-
ted to take up the transaction costs theory. The under-
lying ideais that ICT contributed to radically changing
transaction costs and thereby to producing a structu-
ral change in the systems organising production.
However, in this case, too, the theory took opposite
directions. Some have used it to explain the reduction
in transaction costs and thus the increase in the mar-
ket-outsourcing of functions that had previously been
internal to companies. Others have used it to explain
whythelnternetand new communicationandinforma-
tion technologies have made internal organisational
systems more efficient and easier to monitor and have
made it possible for organisations to grow in scale.

The success of transition cost theory is also reflected
in its widespread use to explain the organisational
advantages of each of the different principles in the
matrix which we are analysing. For example, it is em-
ployed to explain the advantages of FOSS versus pro-
prietary software, or of modular versus integrated te-
chnology design, or of introducing a standard versus
a plurality of competing systems, or of interoperable
versus closed systems. Although it is difficult to follow
a single thread in these arguments and in their use of
the concept of transaction costs, the deployment of
this concept in explaining the success of these organi-
sational principles surely has helped bring to light a fa-
mily of organisational solutions which is distinct from
the classic market vs hierarchy dichotomy. For exam-
ple, it has helped to make understandable the advan-
tages of informal, non-hierarchical, and non-proprie-
tary sharing systems, highlighting how they largely
eliminate the need for negotiations, contracts, con-
trols and sanctions. Evidently, these systems have
their weaknesses, inefficiencies and failures. But, in
software they have found fertile ground to grow and
spread. And the theory of transition costs has often




been used to explain some of their relative advanta-
ges compared to market systems. These solutions,
however, are also different from the hierarchical mo-
dels that served in the Fordist era, according to Coa-
se's theory, as a strategy to reduce transaction costs.
Therefore, by looking for a unified logic behind these
organisational solutions, and their increasing inter-
twining in software, we can see in them mechanisms
that facilitate decentralised coordination and
collaboration - including often indirect, unplanned,
and undeliberate collaboration — within an open,
indeterminate universe of actors, unbounded
by hierarchical ties and market relationships.

Ultimately, their growing importance highlights the
need to integrate a third ideal-type form of governan-
ce. One of the first to express this necessity, within the
New Institutional School, was Powell, who observed
the growing importance of business networks as an
organisational model on the frontiers of technologi-
cal innovation and in situations of great uncertainty
(Powell, 1990). In this sense, as it happened at its ori-
gins, the renewed interest in the transaction cost the-
ory represents a sign that once again there is a tran-
sition in the main organisational forms. If we look
at the matrix from this perspective, FOSS - that is a
commons - together with modularity, standards, and
interoperability, actually belong to a broader family of
phenomena and to a typology of organisational and
governance principles which does not fall within the
two classic models typified by the neo-institutionalist
school, i.e. the market and the hierarchy.

Ostrom - who won the Nobel, in 2009 in association
with Williamson, for her studies on the commons -
called these systems “polycentric”, in the sense of
characterised by the co-existence of multiple centres

of autonomous decision-making (Ostrom, 2010).
Commons scholars have ascribed advantages to
polycentric governance systems, especially in terms
of enhanced adaptive capacity and the mitigation of
risks (Carlisle & Gruby, 2019). But this “third” family
of governance systems (Rullani, 2009) includes other
phenomena, like networks (Castells, 2004; Benkler,
2006), platforms (Srnicek, 2017; Constantinides &
al., 2018), and ecosystems (Baldwin, 2018; Jacobi-
des & al., 2018; Cennamo & al., 2018), all which in
reality are “meta-organisations” (Gawer, 2014),
characterised by porous and elusive boundaries (Par-
ker & Van Alstyne, 2016; Berlinguer, 2023).

Overall, this new family of organisations has become
increasingly important along with the development
of the digital revolution and is progressively supplan-
ting the organisational forms that characterised the
Fordist era (Coase, 1937; Chandler, 1993; Jessop,
2015). This in turn points toward the emergence of a
new typology of predominant governance models.
(On this, see also section 5.4 and Box 17).

Yet, from another perspective, the increasingly wi-
despread use of this matrix - especially in the form
it has taken under the influence of the FOSS - can be
associated with the practical rediscovery in the di-
gital age of the predominantly recombinatorial na-
ture of innovation (Shapiro & Varian, 1998; Arthur,
2009; Latour, 2010), iincluding its ambivalent rela-
tionship with standardisation (Blind, 2016; Hawkins
& Blind, 2017; Garcia, 2018). This has in fact spurred
a path in software-systems construction based on
the reuse and the recombination of building blocks
and modular components. ¥

A matrix to facilitate
recombinatorial innovation?

It would be useful to explore the relationships
between the increasingly widespread use of this
matrix and the rediscovery of the predominantly re-
combinatorial nature of innovation.

The fact that the idea of a nexus between innovation
and recombination has made its way through the di-
gital revolution is not surprising. After all, the ability
to replicate and reuse any resource - with enor-

mous ease, at virtually no cost, and without dimini-
shing its value or quality - is intimately inscribed
in the nature of digital technology. It is one of its
most essential attributes.

In recent decades, this approach to innovation has
been developed from many different perspectives
(Shapiro & Varian, 1998; Brian, 2009; Latour, 2010;
Gawer & Cusumano. 2014; Hawkins & Blind, 2017).




In the cultural and artistic sphere, the practices of
“meshing” and “remixing” have spread to many cre-
ative fields, indeed so much so that some speak of a
“remix culture” (Lev Manovich; 2005; Lessig, 2008).

This is also how digital systems have been increa-
singly constructed: reusing and recombining alrea-
dy developed materials as building blocks. And on
closer inspection, the principles of the matrix we are
talking about — each of its principles separately and
all together viewed as a matrix — seem to be made
precisely to facilitate these recombinatory practices.

This recombinatorial approach to innovation has
been also further expanded to embrace the theory
that cyclical surges in growth depend on periods
of combinatorial innovation of new interconnected
technologies, the components of which are combi-

ned and recombined by innovators to create new
devices and applications (Weitzman, 1998; Varian,
2010). Viewed in this way, this matrix and the re-
combinatory processes it fosters and promotes, also
maintain a close relationship with other phenome-
na that have come to the fore in different streams
of studies with the growth of the networked digital
economy, such as those captured by the concepts
of path dependency (David, 2007), network effects
(Farrell & Klemperer, 2007), and increasing returns
(Arthur, W. B. (1996).

This is because the underlying mechanism which is
common to these phenomena is a process of decen-
tralised aggregation along a development direction
(Dosi, 1982; Hughes, 1989; Geels, 2002), which
generate a multiplicity of externalities and synergies
(Nelson & Winter, 2002; Perez, 2003).

Overall, these explanatory rationales can be sum-
marised as follows. From a legal, organisational, te-
chnical, and economic standpoint, these principles:
1) lower costs and barriers to decentralised experi-
mentation and innovations; 2) improve resilience,
allowing an economic management of the costs and
risks involved in a proceeding by trials, errors and
adjustments; 3) make it easy and cheap to extend,
integrate or recombine software (Berlinguer, 2021).

In practice, open source and modularity have grown
in organic symbiosis in the development of software
systems, each reinforcing the other. Both strategies
have helped adaptation to the increasing complexi-
ty of software systems. In turn both also have opera-
ted as factors that have further increased this same
complexity. The availability of — freely accessible,
reusable and recombinable - OS components, to-
gether with the robustness that the FOSS ecosystem
has progressively achieved, has spread their adop-
tion, making them into essential building blocks in
all software systems.

This re-usability, in turn, has incentivised further
the development of modular and recombinable sy-
stems. On the other side, the scale and complexity
reached by these systems and the widespread di-
stributed nature of their production, maintenance
and innovation, has made it increasingly unfeasible
for any organisation, including even the biggest, to
move independently, in isolation, developing priva-
te solutions by relying simply only on its own internal
capabilities and technologies. This has, in turn, fur-
ther strengthened this path of development.

On the other hand, interoperability and standardi-
sation have gained prominence in digital technolo-
gy as means to simplify and speed up the growth of
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scale and the recombination and integration betwe-
en systems or components, as well as the manage-
ment of the complexity of the interdependencies
that constitute these systems.

Along this same path, these architectural principles
have become critical tools also for Big Tech firms’
governance of their own digital architectures and
of the ecosystems generated around the so-called
“platform economy” (Berlinguer, 2018; Mazzucato,
&al., 2021).xv

The truly novel element is that public policy is also be-
ginning to identify this matrix as a sort of new control
grid. Looking at the EU strategy, we can speak of an
incipient focus of technology policy and regulation
on this matrix, recognising it as a lever for the gover-
nance of the design and architecture of the core com-
ponents of technology systems, like platforms and
infrastructures, and of the ecosystems of users, deve-
lopers, and businesses that aggregate around them.
As a matter of fact, we find these principles at the core
of all the initiatives that the EU has undertaken with
the aim of regaining influence on techno-economic
systems in cloud computing (see Box 6).

However, government intervention at this level and
by these means is a relatively new policy area. There
are still uncertainties and fears in the way, and there
is no simple recipe about how to handle this matrix.
Innovations will certainly be needed to regulate and
calibrate the use of the levers in the hands of soverei-
gn powers and the public sector, so that they will be
wisely and effectively used in these complex dynamic
environments of technological development.

In any case, the modulation of this matrix is going to
be an area for experimenting new policies for gover-



ning digital ecosystems. And, at this point, it can be
argued that overall, the robustness of the trajectory
underlying the success of this matrix would allow for
governments to take bolder actions to tilt the playing
field, as Carlota Perez would put it, toward specific di-
rections of technological development (Perez, 2012).
This could, for example, mean progressively intro-
ducing the use of open source components, open
standards, and open APlIs as binding requirements in
critical core infrastructures, like for example, India’s
Digital Public Infrastructure initiative began to do.*

.....5;. 5.3

NON-MARKET
SYSTEMS AT THE CORE

Why does EU policy not take bolder such action?
Various answers could be given. One of these is the
famous fear of “picking winners”. Policy might
adopt the wrong technology or the wrong tech-
nological path. True: one of the advantages of this
matrix is that it significantly reduces the risk of lock-
in and greatly improves flexibility and resilience in
technology choices. However, it cannot completely
eliminate such risks. All technology choices produ-
ce their own forms of path dependence, legacy and
switching costs. In any case, this matrix provides the
best recipes for addressing and wisely reducing the-
se risks and, as the case may be, the costs of adju-
sting wrong decisions. i

Surely, it would be necessary to design these deci-
sions in a way that ensures maximum resilience and
maintains pluralism and redundancy in choices (Ben-
kler, 2016). Frankly, this is not an easy endeavour for
public policy and public sector, as we know it.

Another reason for reluctance is the challenge of
combining rules-based governance - as is appro-
priate and common for regulations, public authori-
ties and public bodies - with the need to adapt any
governance to a highly dynamic technological
environment. This latter requires detailed, specific,
and ever-changing technical knowledge, posing an
unprecedented challenge for which regulations and
public actors are unaccustomed and unprepared,
and for which they necessarily have to rely on exter-
nal knowledge and more flexible forms of action.

Again, this matrix provides the best approximation
for this challenge, too, in terms of providing general
principles and rules which could inform a rule-based
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governance. But the effective monitoring and on-
going implementation of these rules would remain a
challenging task. The creation of many advisory bo-
dies in the EU initiatives in the digital field (see Box
6, for cloud computing) reflects this necessity of an
open and participatory governance for these initiati-
ves. But the design and governance of an innovative
kind of public agency (Florio, 2020) on these fron-
tiers, remains an addressed task (see on this also the
next section 5.4).

This is even more the case because there is another
very important reason for the reluctance to fully adopt
and apply this matrix of principles in public policy. This
reason lies in the complex and partially idiosyncratic
relationship this matrix has with intellectual property
rights (IPRs) and markets. This characteristic is magni-
fied by FOSS, which is a modern digital commons.
But the argument can be generalised, especially inso-
far, as FOSS’s non proprietary model has spread to
the other principles, as we have been arguing.

Indeed, in a way it is surprising, when we consider
that these principles of technological development
already provide most of the digital infrastructure
and predictably will do so even more in the future .
What stands out, in fact, is that the core of these in-
frastructures is made up of components that - regar-
dless of widespread business participation - are nei-
ther produced nor governed by market systems
(see Figure 9).

Core Infrastructure

Open Source Building Blocks

Open Standards

Open APlIs

Interoperability Rules

Design Rules

Figure 9

This peculiarity is probably one of the main blind
spots of current European policy, which continues
to be almost exclusively oriented toward the cre-
ation and facilitation of markets. This means that it
largely overlooks or underestimates the issue of the
governance of these non-market systems of inno-
vation, technological development and maintenan-
ce, in both their political and economic aspects.



Here, we can limit our analysis to the economic
aspects. In economic terms, FOSS, standardisation,
modaularity, and interoperability highlight and incor-
porate a plurality of economic principles. If you fo-
cus on markets alone, you risk neglecting the core of
these systems. Markets represent only one ordering
principle, which is often not the core one. Rather
the main relationships of these principles with mar-
kets can be described as twofold. On one side, their
application has the dual effect of eliminating and
creating markets.

They typically eliminate competition in certain tech-
nological stacks, precisely where they operate, often
instead unleashing itin other adjacent or complemen-
tary areas. Indeed, the control on the shaping of this
dual impact has become critical in the uneven distri-
bution of opportunities and costs, gains and losses in

The Value of sharing

How much is FOSS worth? It is very difficult to an-
swer this question. Why? Because most of the value
of FOSS leaves no trace in corporate balance sheets,
consumption indices or GDP. FOSS production was
initially entirely voluntary and unpaid. Today, volun-
tary contributions remain an important component,
but likely the majority of FOSS is produced by compa-
nies and by developers paid by them. Even so, FOSS
maintains a central characteristic: as such it is not
and cannot be directly marketed. Its circulation and
consumption do not produce monetary transactions.
And thus its value is not calculable by current econo-
mic-value measurement systems (Berlinguer, 2016).

This is, in fact, hardly an isolated phenomenon. Eco-
nomic accounting systems are blind to many other im-
portant and relevant phenomena with respect to the
functioning of the economy. The multiple criticisms
that have accumulated around GDP - the main official
measure of the economy — bear witness to this (Euro-
pean Commission, 2009; Brynjolfsson & Saunders,
2009; Fioramonti, 2013). The FOSS case is, however,
a very interesting and paradigmatic case in many re-
spects. Software is the main technology of the digital
revolution. As has been said, software is eating the
world. That is, increasingly in all sectors, processes
and activities are being “softwarised” — that is, em-
powered by or delegated to algorithms. But today, to
say “software” largely means to say FOSS. This me-
ans that the current financial, monetary and economic
accounting system shows a structural blindness
towards one of the central phenomena of the on-
going digital transformation.
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digital ecosystems and networked economies. This is
adual shaping power that Big Tech firms have become
skilled at exploiting and utilising (Berlinguer, 2018).

On the other side, beyond this dual shaping power,
there is another peculiar relation which they main-
tain with the market. These principles directly ge-
nerate usable resources, productivity improvemen-
ts, saving of efforts , and innovation opportunities,
in multiple different ways. In a word: they directly
produce wealth. Yet this wealth generation occurs
through forms and in ways such that the bulk of the
value that they generate is shared, cannot be appro-
priated in an exclusive way, and is not directly mea-
surable with market transactions. One consequence
is that these processes of value generation, circu-
lation and appropriation remain largely invisible to
economic accounts (see Box 14).

BOX 14

Recently, the EU Commission funded pioneering re-
search that tried to answer the question: how much
is Free and Open-Source Software worth to the Euro-
pean economy? The research produced interesting
results. It has estimated that EU companies invest
around €1 billion yearly in open- source software,
and that FOSS has a positive impact on the economy
of between €65 and €95 billion. The study also esti-
mated that an increase of 10% in contributions to
open-source software code would generate an ad-
ditional 0.4% to 0.6% GDP annually and promote
the creation of 600 additional start-ups (Blind & al.,
2021). It must be said that these estimates are based
on unconsolidated methodologies. In general, giving
a value to non-market goods, including public go-
ods, has always been a difficult and neglected Issue
in economic accounting.

But in truth, there is something more radical at stake
in the challenge of measuring the value of FOSS. The
salient point is that many of the ways of creating and
appropriating value that characterise FOSS as an eco-
nomic good not only escape the conventional metri-
cs by which economic value production is measured,
but are structurally different from the mechanics of
exchange value. Several years ago, Steve Weber pro-
posed the concept of “anti-rival good” for FOSS: a
neologism to describe the peculiarity of some of the-
se modalities (Weber, 2004). A rival good is a typical
material good, for example an apple or a barrel of oil,
which can be consumed only once and in each por-
tion by only one consumer. The electric lighting of a
street or a television broadcast are, instead, exam-




ples of non-rival goods: they can be consumed simul-
taneously by several people, without anyone seeing
their value being reduced. An anti-rival good is a
good that increases its value through its sharing.
The more people use it, the more its value increases
for everyone. This is a counter-intuitive phenomenon,
which Arthur captured with the notion of “increasing
returns” (Arthur, 1996). The value of FOSS - but also
for example that of social networks or standards -
often has this characteristic.

More generally, in explaining the FOSS economy and
its system of producing and circulating value, market
and monetary economics is certainly important, but
it is not able to adequately and fully account for this
phenomenon. This has been partly discussed and
studied in relation to the motivations of developers
early in the history of FOSS, when communities were
predominantly made up of volunteer contributors.
These studies demonstrated how directly economic
motivations were inadequate to account for the plu-
rality of mechanisms that supported the developers’
contributions.?Vii But this is also true today in relation
to the FOSS economy as a whole. To represent it ade-
quately, a broader and more plural conception of
economic processes is needed. Many modes of value
production, circulation and consumption that are in-
volved in this economy require a revision of both con-
ceptual and measurement systems to be adequately
measured. A few years ago, other pioneering resear-
ch funded by the EU Framework programme FP7-ICT
proposed to evaluate the value of projects based on
community forms of regulations and the production of
digital commons, in order to integrate monetary va-
lues with alternatively conceived value indicators (Ber-
linguer, 2016; Fuster & al., 2016). For example, the
quantitative indicators proposed included: “commu-
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nity building”, “social use value”, “reputation-social
capital”, “mission accomplishment”, and “ecosystem
derivative value”. Furthermore, it also experimented
with new methodologies for the quantitative mea-
surement of value through the use of digital metrics.
This latter remains a new path that has still been insuf-
ficiently explored, but which could help to profoun-
dly transform our way of representing and regulating
economic processes. In fact, the progressive embodi-
ment of social flows upon digital substance is genera-
ting a new “datascape” (Latour, 2010), that is radically
transforming our perceptions about what was until
recently considered intangible, immaterial, invisible,
as well as private and intimate as opposed to public
and measurable. Accordingly, this “materialisation” of
previously intangible spheres - or rather the materiali-
sation of new “digital objects” (Rogers, 2015) related
to spheres that were previously considered intangi-
ble - is generating the possibility of new quantitative
practices, upon what was thought until recently as
intractable by calculative devices (Berlinguer, 2016).

It is also interesting, in this regard, that the problem
that we face in the case of FOSS is not much different
conceptually to that concerning the other principles
of the matrix. For instance, with regard to standards,
whose value has rarely been explored, and which
operate according to a logic not unlike FOSS (Kindle-
berger, 1983; Blind & Jungmittag, 2008; Sidak, 2016).
The same is true of the benefits and costs of modula-
rity (Langlois, 1997; Baldwin & Henkel, 2012) and
interoperability (Haile & Altmann, 2018). These are
even more elusive topics, and approaches to the me-
asurement of their value or impact are still less matu-
re. Nevertheless, interest in new forms of quantifying
and measuring these value-generating mechanisms is
likely to grow with the data economy. (see Figure 10).

Figure 10 — How standards and interoperability eliminate and create markets and generate productivity
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There is also a corollary to this feature, which is more
“political”, at least in a broad sense. The main eco-
nomic device through which these principles ge-
nerate value is collaboration, not competition.
This includes, a considerable and growing extent,
indirect forms of collaboration (e.g., by design or
by side-effect). Indeed, this is a common function
of these principles: that they facilitate collaboration
among people and organisations with weak or
nonexistent ties and different or even compe-
ting interests and agendas. Or, as Powell would
have put it, under conditions in which “neither mar-
kets nor hierarchies” provide effective means of pro-
moting collaboration (Powell, 1990).

The growing importance of this matrix is, therefore,
clear evidence that in order to analyse and govern
contemporary digital techno-economic ecosystems,
one needs to acknowledge that they are the result
of the interaction of different regimes of ownership,
governance, and value generation and appropria-
tion (Berlinguer, 2018). This hints at a new kind of
mixed economy, or at the simultaneous working of a
plurality of principles of “economic integration”, as
Polanyi would have called them. He summed these
up in three ordering regimes: reciprocity, redistribu-
tion and market exchange (Polanyi, 1957).

EU policy has only begun to address this issue. For
example, it centres its initiatives in cloud computing
in these “pre-competitive” areas of technological
development.”™ Similarly, this issue is present in the
EU’s last regulations on data, which aim to facilita-
te both markets and sharing in data economy and
data exploitation. Yet - beyond mechanisms of un-
rewarded sharing and markets based on the private
ownership of data - there is no adequate conside-
ration for what would be the third pillar in Polanyi’s
approach: centralisation and redistribution. There is
no clear economic governance of the systems which
generate shared value, and no clear system of fair di-
stribution for their often-contradictory effects.

This lack of consideration and of fair and effective
governance creates many problems. To paraphrase
the feminist philosopher Fraser, this invisibility ge-
nerates problems of justice-redistribution, misreco-
gnition and lack of representation (Fraser, 2017).

The clearest example is provided by the concerns
which are currently exploding around the security
of these systems. In their intricate complexity they
sometimes conceal unexpected systemic vulne-
rabilities. These latter are the result of unknown
dependencies, on the basis of which sometimes
millions of organisations, including the world's lar-
gest governments and corporations, opportunisti-
cally take advantage of the precarious and volun-
tary labour of a handful of developers (see Box 9).
But the implications of this plurality of econo-
mic principles are much broader, and with the
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growing importance of these mechanisms of va-
lue generation - also beyond software' - they are
headed to becoming more impellent (see Box 15).

Overall, an organic consideration of its importance
could lead to new approaches in many areas, such
as the fight against dumping and monopolistic stra-
tegies, fiscal policies, the financing and provision of
public goods, and even economic accounting metri-
cs. But broadening the perspective further, this issue
revolves around a system of economic regulation
of a different nature than the one built around the
Fordist-Keynesian paradigm (Jessop, 2016; Perez,
2003). The ability to fully exploit the potential of the
digital revolution may depend significantly on the
establishment of this new type of regulatory regime,
(see Box 17).

On a more immediate and practical level, recogni-
sing the central importance of these mechanisms
would help thinking about the development of an
autonomous European digital industry in new ways.
This would mean explicitly putting these essential
common components and their governance systems
at the heart of any digital industrial policy, rather
than reducing the latter simply to a matter of compa-
nies and markets.

Catena-X:

BOX 15
What Governance

for Industrial Data?

One of the main objectives of the EU digital stra-
tegy is to gain a leadership position in the next era
of exploiting industrial data. However, the path for
such exploration is long and yet to be figured out,
and it is still too early to know how this exploitation
will work. The EU introduced the idea of “dataspa-
ces” as a preliminary and facilitating infrastructure
and organisational framework, necessary to facilitate
the experimentation of use cases of data markets and
concrete applications. The main issue and complica-
tion is that the data to be exploited often needs to be
shared across many different actors.

This experimentation first began in the automotive
sector. The pilot project is called Catena-X, financed
by the German Ministry of Economy and created in
close connection with Gaia-X. From the beginning,




the project involved the main German car manu-
facturers and the component suppliers in the auto-
motive supply chain, but it is also intended to be
open to car manufacturers from other parts of Euro-
pe and the world.

Catena-X is exploring use cases for data, particular-
ly around the traceability of parts and componen-
ts along the value chain and from raw materials to
recycled material.

Catena-X is also an illustration of the fundamental
role that the matrix of principles which we have di-
scussed - open source, interoperability, modula-
rity, and standardisation — could have for building
data infrastructures.

These principles are applied to build the fundamen-
tal layers of the technology (see also Box 6) and to
shape the rules that should foster the necessary trust
of stakeholders, ensuring security and control (“so-
vereignty”) over their data, freedom from lock-in
strategies, and ease of building applications. The
expectation is that markets will be built on these
foundational layers. But we should not be surprised if

GEOPOLITICS AND THE
NEXT GENERATION OF
HYBRID GOVERNANCE
SYSTEMS

The increasing complexity, dynamism, integration
and interdependence of digital systems - which is one
of the reasons for the success of this matrix of archi-
tectural principles-also exert constant pressure on the
direction of innovations in the governance of these sy-
stems. Furthermore, as the importance of these prin-
ciples of technological development grows, there will
be increasing pressure more explicitly to address the
blind spots of existing governance systems. Indeed, if
we look at the role played by FOSS, standardisation,
modularity and interoperability in digital technology,
these are all principles of organising technological
development that have gained greater importance
in the last two-to-three decades. But along with this
rising importance, the governance of each of these
systems has also evolved (Berlinguer, 2020a; 2021).
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in the future of the data industry we see non-proprie-
tary systems occupying a fundamental role, similar to
what has happened in the case software.

Certainly, in these early stages, something is clear-
ly apparent. That is, a “radical collaboration” — and
this is the slogan adopted by Catena-X — across the
industry is central to this effort. (see Figure 11) This
is another example of how collaboration takes pre-
cedence in the challenges that await governance in
digital transformation.

Radical change calls
forevenmore
radical collaboration

o SUpply o s 400 CuTDiTSorTe Bnd

What radical
collaboration means

And although it is difficult to generalise, it is fair to say
that, in the current phase, each of these systems is in
its own way called upon to introduce innovations to
cope with the growing complexity, integration and
dynamism of digital systems. And it is also fair to say
that, at another level, they are called upon to adapt
their governance and effectiveness to the essential
role that digital systems play in the most critical daily
activities and infrastructures. The widespread centra-
lity of these systems, their critical role, and the scale
and scope of the interests involved, are also what
drives governments to intervene in their governance.

This brings us to a second, more "political” and “evo-
lutionary” perspective (Hughes, 1987; 1993; Geels,
2002; Berlinguer, 2023) from which to interpret the
growing success of this matrix of principles in the ar-
chitecture of digital systems and to inquire about the
next challenges that its governance systems will face.

In this case, the focus must be on the agents who have
grappled with the development ofthese systems. How
they struggled to introduce innovative solutions, how
they succeeded in producing innovations in previous
regimes and habitual ways of doing things, and how
they progressively transformed or supplanted them
(Geels&Schot, 2007; Geels, 2010; Berlinguer, 2020a).

Again, Free and Open-Source Software as a move-
ment and ecosystem offers the best example of this
type of explanation. In fact, in its journey it is easy to



identify two different phases, from this point of view.
FOSS first emerged among voluntary communities of
developers, and in this first phase, the motivations
of individual developers were the main driving for-
ce. The main dilemmas of FOSS concerned how to
effectively organise collaboration among dispersed
people, with different interests and motivations, in
the absence of hierarchical ties and market exchan-
ges. We may call this the “heroic” phase of Free
Software, which created and consolidated the insti-
tutional, organisational and cultural innovations that
are still the basis of FOSS today (Bauwens, 2005;
Benkler, 2006; O’Mahony, 2007).

The second phase, on the other hand, was characte-
rised by the market adoption of FOSS. In this phase,
the initial dynamics were complemented and increa-
singly overcome by new driving forces, represented
by the adoption of FOSS by business, and the new
competitive dynamics and business models that have
characterised the growth of the digital economy and
the emergence of a new type of capitalism. These dy-
namics have been influenced by FOSS and its distin-
ctive features, but they have also profoundly changed
the characteristics of the FOSS ecosystem itself. This
can be called the era of Open Source (see Box 1).
During this phase, hybrid arrangements have gra-
dually emerged. On the one hand, the logic of FOSS
as a digital commons, and the dialectic it brings with
it of both destroying and creating markets, has instal-
led itself at the centre of the digital economy. On the
other hand, corporations and Big Tech have gradually
gained primary influence over the FOSS ecosystem.

A new culture has spread from FOSS to the most inno-
vative technological sectors, and new organisations
and infrastructures have grown up and consolidated
this evolution, through powerful foundations and
software- development platforms (Riehle, 2010; Hun-
ter & Walli, 2013; Izquierdo & Cabot, 2018; Berlin-
guer, 2020a; 2023). These hybrid arrangements have
managed to dynamically maintain contradictory prin-
ciples, such as private profits and sharing, communi-
ties and businesses. But it is also true that at the end
of this second phase - where we are now - the FOSS
ecosystem appears to be crisscrossed by unresolved
and uneven issues of sustainability, fragmentation,
security, and equitable distribution, which can only
be addressed by interventions in the governance sy-
stems on a larger scale.

However - and this is the point - at this juncture, EU
digital policies on cloud computing signal that once
again the most influential forces behind the develop-
ment of FOSS are changing. They signal that a third
phase of development is beginning and that the next
phase of evolution will be characterised by increasing
government intervention in the dynamics of FOSS, as
well as in the governance of the design of architectu-
res for standardisation, modularity and interoperabili-
ty of critical infrastructure. This is evidenced by recent
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developments in government policies, and not only
in Europe. In fact, it would be easy to point to similar
initiatives taking place, for example, in China, India
and - in different ways - in the United States (Arcesati
& Meinhardt, 2021). All major governments are incre-
asingly turning their attention to FOSS, trying to figure
out how to exploit its possibilities or reduce its risks.

This increasingly direct involvement of governmen-
ts is likely to have a profound impact. And it is plau-
sible that the FOSS ecosystem is about to experience
an evolution as radical - and difficult to predict in ad-
vance - as that seen in its early stages. But we can see
one thing already. Along this evolution a new type of
hybrid organisations is going to emerge. Looking at
the case of the EU, we can see many embryonic and
tentative examples that this is the direction in which
new governance systems are heading. We can call
these organisations “second-generation hybrids”,
because in very broad terms, these organisations, po-
licies and systems of governance will have to grapple
with an innovative “tripartite system of governance”
(Berlinguer, 2023), in which the logics of voluntary
communities, the pursuit of profits in the markets, and
the instances and powers of states will have to adapt,
intertwine and recombine in new forms.

However, while we know a little more, at this point,
about the relationships between commons and mar-
kets, communitiesand enterprises, we know much less
about what an organic, effective governmental policy,
integrated in a non-proprietary system of technolo-
gical development, could look like. There is no blue-
print or model of success, here." Cloud computing,
as the most mature techno-infrastructure enabling
this new phase of development, is probably going
to pave the way for this more organic involvement of
governments, public policy, and the public sector.

Intheory, it can be thought of as an opportunity for go-
vernments, markets and communities to learn how to
compensate for the relative weaknesses and failures
of each system (Benkler, 2013; Berlinguer, 2021). But
these new initiatives, of course, could just as well ge-
nerate failures and bring together the worst of each sy-
stem. It may be predicted thatinnovations and adapta-
tions will have to take place simultaneously in each of
these systems of governance. The urgency of ensuring
the security of these complex systems is going to make
this the first field of application of this tripartite logic.
The alarm in the FOSS community over the EU's re-
cently proposed Cyber Resilience Act is an example of
how things could take a turn for the worse (see Box 9).
But perhaps the most important and significant chal-
lenge will be the impact of the geopolitical conflicts
that are erupting around the control of the next ge-
neration of technologies. Looking forward, geopoli-
tical tensions and security-related pressures are likely
to influence and change the Free and Open-Source
Software ecosystem and the principles of open in-
novation and open standards in unpredictable ways



(see Box 16). At first glance, one may even observe
that FOSS — which is, by its legal nature, a global com-
mons - has traits idiosyncratic with regard to divisions
of national sovereignty and geopolitics. It may thus
be in danger of being swept away by geopolitical and
security imperatives (Pannier, 2022). However, if the
past trajectory of FOSS teaches us anything, as happe-
ned with private property and markets, the arrange-
ments that will emerge will be probably more nuan-
ced, articulated and “layered.” Above all, it is unlikely
that the FOSS ownership regime is going to retreat in
favour of a return to proprietary software, especially in
the more infrastructural levels of the technological sy-
stems. Rather, FOSS is likely to become a competitive
lever also in this new development phase of the digital
revolution. A competitive lever in public and indu-
strial policies, in growth and development strategies,
and in the political and geopolitical struggle to assert
a new kind of “sovereignty”, or rather leadership
and mastery over future techno-economic systems
(Berlinguer, 2023).

Otherwise, in certain cases - as suggested at the pre-
sentation of the European Digital Commons Initia-
tive, promoted by the French presidency of the EU
in 2022' - the convergence around FOSS solutions
could help to reframe global interdependence on
new bases. That is, in terms of shared solutions al-
lowing for autonomy, sovereignty, security and even
the localisation of production, in non-antagonistic for-
ms, instead maintaining terrains of joint collaboration
and greater transparency; as a linchpin of a “non-rival
technological sovereignty”, as suggested in Paris, or
of “a non-aggressive European geopolitical strate-
gy”, suggested in another context (Lapenta, 2021).
Indeed, this is what is suggested by the India’s Digital
Public Infrastructure (DPI) proposed at the G20 as a
model for global development.'i In either case, FOSS
and its rationale will most probably be an essential
component of future international standards in cloud
computing, as well as in the other emerging digital
technologies. And this will require that governments
and public sector organisations learn to cooperate in
radically new ways.

The European Union’s plans in its cloud-edge-loT stra-
tegy, which will make broad use of FOSS and open
standards, point in this same direction. Likewise, it
is the path toward which the governments of China
and India seem to be leaning. Still, it cannot be ruled
out that the US government could, conversely, be
tempted to try to impose restrictions on FOSS in or-
der to defend its technological advantage, for securi-
ty reasons or as part of its containment against China
catching up' (see Box 16).

Interestingly, looking back in time, this trend would
not be ever so new. It occurred repeatedly at key sta-
ges in the rise of FOSS adoption in the market: the
first companies to take up the challenge of betting on
FOSS - and its challenging features - were in fact often

the companies that had fallen behind and were trying
to catch up. The difference this time is that the nature
of the competition and the innovations in governance
models will take place at a much larger scale, will in-
volve the mobilisation of state powers and will inevi-
tably be highly political.

FOSS and BOX 16

sovereignty:

a difficult relation?
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How will the relationship between state sovereignty
and open and collaborative innovation evolve?

This is one of the questions that will most influence the
digital innovation scene in the near future.

FOSS is often described as a tool to regain sovereignty.
And for good reasons. FOSS is freely available, repro-
ducible, editable; itis transparent, and it is royalty-free.
All these features make FOSS a tool that increase au-
tonomy, freedom and control over software systems.
However, there are also idiosyncrasies between FOSS
and sovereignty, and the thrusts toward deglobalisa-
tion, geopolitical tensions, and government policies
that aspire to use FOSS as leverage for “sovereign”
policies of technological innovation and develop-
ment are putting increasing pressure on the FOSS
ecosystem (Pannier, 2022; Berlinguer, 2023).

One of the first signals has been the migration of some
FOSS foundations. The Risc-V and Eclipse founda-
tions, for example, moved from the USA to Switzer-
land and Brussels, respectively. And in Europe, a Li-
nux Foundation was created, autonomous from the
parent foundation based in the USA. The reasons are
differentin each case, but the shared backdrop is geo-
political pressures and governments’ increasing inte-
rest in FOSS. Even more remarkable is the creation of
FOSS foundations in China, like the OpenAtom Foun-
dation. In China, the goal of achieving a leadership
position in the FOSS world has been made explicit
in government policy and programmatic documen-
ts." Equally significant are the ongoing movements
around open-source development platforms and
repositories. Again, the Chinese have been pushing
toward the development of their own platforms"i in
order to shield themselves from geopolitical risks. The
blocking of access to the GitHub platform to Russian
developers after the invasion of Ukraine reinforced




this trend."" India also has an ambitious plan on FOS-
SVit and has, under government direction, developed
a Digital Public Infrastructure - a group of FOSS basic
building blocks for digital systems — that is nhow pu-
shing as global standards through the G20, the ITT
and the UNO. Meanwhile, in Europe it is becoming
common to talk about “European open source”, as
opposed to open source “controlled” by US Big Tech
companies (Marti, 2022).

Just as open source is a protagonist across all the
frontiers of digital innovation, so are the tensions
coming from government intervention. Microchips
provide a good example. Several US legislators have
expressed clear concerns about the Risc-V open-sour-
ce project in microchip design and expressed their in-
tention to ban US developers from participating in it."™
Meanwhile, the Risc-V foundation, whose members
include many Chinese companies, has moved from
the United States to Switzerland to avoid being drag-
ged into these geopolitical battles.” But things can
also go the other way, too. For example, in the case
of 5G, where the technological advantage is Chinese,
US industry and government are sponsoring open-
source solutions such as the 5G open RAN.

Another area to pay attention to is Artificial Intelligen-
ce. Lawmakers are just beginning to grapple with Al.
Theissue is not just about politically controlling access
to the latest technology. There is a broader issue of
regulating a technology that has enormous potential
impact on the totality of human activities. In any case,
many of the best projects are going to use open sour-
cing important stacks of their Al models as a competi-
tive strategy, in an effort to promote adoption, attract
developers and accelerate innovation. Moreover, in
addition to competitive dynamics, pressures are also
growing in Al to make algorithms and the data used
to develop them transparent, for a variety of econo-
mic, cultural, social and political reasons. This further
contributes to the push toward the adoption of open-
source solutions. The EU Al Act, for example, is pro-
bably going to introduce a positive exception to the
regulation for open-source Al models, which would
be justified by the greater transparency, openness to
competition and democratisation that open-source
solutions provide.

However, if FOSS solutions lower barriers to the acces-
sibility of the most advanced models of Al, they also
destabilise any policy that attempts to limit the export
of the most advanced technologies, and thus geopoli-
tical control over their use. Moreover, more generally,
they can weaken the effectiveness of any kind of regu-
lation.” Indeed, some argue that the scaremongering
around the dangers of Al is fuelled by Big Tech compa-
nies themselves in order to impose strict regulations
that could create barriers to open source and thus eli-
minate their main source of competition.

How, then, will the relationship between FOSS and
sovereignty evolve? Will we see FOSS destabilised
and cornered by a return of states, geopolitics
and security concerns? Are we moving toward a
fragmentation of FOSS into different “sovereign” or
geopolitical blocs? Will we see a political competi-
tion around the strategic use of FOSS through the
enhancement of its logic and culture and a policy of at-
tracting FOSS developers, projects, foundations and
platforms? Or will we see FOSS provide a model for
the collaborative development of global public
goods and inspire a different kind of globalisation
path? In the abstract, these are all possible evolu-
tions. What is more, they can also coexist, giving rise
to several possible combinations.

What we can observe at this stage is that these ten-
sions and innovative drives in the relations between
FOSS and state actors are the result of the conjunction
of several processes. First, there is the evolution of the
FOSS ecosystem and the systemic and infrastructural
role that FOSS has come to play. This evolution puts
stress on current arrangements, pushes for develo-
ping systems of governance at a broader scale, and
pulls public actors into the governance of the ecosy-
stem. Second, the digital revolution has reached a sta-
ge of full maturity. The impact of digital technologies
that are in the course of being designed and deployed
has a scale and scope that pushes public actors and
policy to intervene in their governance. Third, the
crisis of neoliberalism and the intensification of inter-
national competition are causing a strong return of
public intervention.

Looking backward, however, it is worth remembering
that a similar idiosyncratic tension also appeared ear-
ly in the history of free software: a tension between
FOSS and markets. For the vast majority of managers,
in the digital industry itself, the logic of collaborative,
non-proprietary innovation was a source of doubt,
fear and uncertainty. It took the emergence of a new
generation of entrepreneurs and managers imbued
with this new culture for new combinations to be in-
vented between FOSS and commercial enterprises.
Today, these hybrid combinations are prevalent and
powerful on all frontiers of digital innovation.

Thus, perhaps to see convincing answers to these que-
stions emerge, we will have to wait for the emergence
of a new generation of political ideas. Where should
these ideas dig in? If we were to build on the trajectory
that has led this matrix to progressively prevail, there
are two general principles and values that seem to
have asserted their primacy: namely, freedom to
action and collaboration. How are these principles
reconciled with the classical notion and praxis of a so-
vereign state? Looking at how little the EU countries
have been able to cooperate so far, it would seem that
theanswerisnotasimpleone (Onthis, seealsoBox17).




CONCLUSION:
STRUGGLING

FOR AN INNOVATIVE
GOVERNANCE SYSTEM

Here, we can summarise the long journey that we
have taken, and the pieces that we have put to-
gether in this essay.

A new generation of general-purpose technologies
and enabling infrastructures are in the process of
being designed, developed and deployed. Cloud
computing, the Internet of Things, 5G, and Artificial
Intelligence form the core of this group of new te-
chnologies. They are set to develop in a highly inte-
grated manner and will have a profound and far-rea-
ching impact on all social and economic sectors, as
well as on the functioning of all types of organisa-
tions and institutions. Taken all together, they mark
the entry of the digital revolution into a new phase.

Against this backdrop, the EU is trying to use this
moment of change as an opportunity to re-enter a
“race” for digital transformation, in which it has so
far failed to participate as a major player. Or at least
it is trying to avoid an irreparable worsening of its
technological dependence on non-European mo-
nopolies, which have come to largely dominate the
digital economy, in turn potentially jeopardising the
EU's future autonomy, security and prosperity.

The EU's endeavour takes place in a new political
climate characterised by growing security concerns,
intensified international competition, and the return
of interventionist and protectionist policies by go-
vernments, especially in the most advanced techno-
logies. All this compels the EU to rethink its laissez
faire policy. The EU also has to deal with its specific
political status of being made up of a Union of states,
and it has to struggle with the absence of a strong
autonomous digital industry. These conditions have,
perhaps, facilitated a more assertive use of regula-
tory leverage. But on the other hand, they demand
that solutions be sought that are not easy and that
must necessarily be innovative.

In this essay, we have focused on the EU's policy re-
garding cloud computing, which is the most mature
of the new infrastructures being deployed and has
been the subject of numerous EU initiatives and legi-
slative interventions.

In the first part, we provided an overview of the main
features of cloud computing, its foreseeable impact
and the increasing size, complexity, dynamism and
integration of the last generation of digital technolo-
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gies. In the second part, we reconstructed the evo-
lution of the EU's approach to digital policy and the
main initiatives undertaken in the field of cloud com-
puting, devoting special attention to plans for the
migration of the public administration to the cloud.

The absence of an autonomous strong digital indu-
stry in the private sector forced the EU to undertake
a strong industrial policy. Through a partial exercise
in abstraction, we tried to outline a possible com-
prehensive strategy. This strategy would fundamen-
tally be based on a bold and strategic use of FOSS
and open standards, and would be supported by
regulations and coordination at the European level.

In essence, it would be based on the main existing
- and the most predictable future - trends in the
evolution of the last generation of digital systems.
However, while it is obviously too early to judge the
effectiveness of the new EU cloud-computing policy,
as we have remarked, the first steps of its implemen-
tation are not encouraging. To cite only the most ob-
vious reasons, EU cloud computing policy seems to
lack political determination, adequate investment
of resources, policy clarity and coordination among
national governments, and a unified agency to over-
come the fragmentation of existing governance.

Nevertheless, it is undeniable that EU policy in cloud
computing marks a change of trajectory in Europe-
an digital policy and it has put together innovations
around the construction of new instruments of po-
litical governance of the new generation of digital
infrastructures. The most obvious example is in the
regulatory field, where the EU is leading the way in
several areas and is set to exert global influence. But
there are other innovations in the EU's cloud-com-
puting strategy that deserve further study and could
produce further developments in the future. In the
last part of this essay, we have chosen one of these
policy innovations. This means the identification of a
matrix of principles of technological design and de-
velopment to which to entrust the building of cloud
infrastructures: namely open-source, standardisa-
tion, modularity, and interoperability.

We have framed these principles as a matrix, and we
have explored its rationales and characteristics. Our
intention was to uncover some of the characteristics
thatcanbeglimpsedbehindmanyoftheinitiativesun-
dertakenin EU cloud policy, and which may also have
broader significance in the search for new governan-
ce models for the incipient new phase of digital tran-
sformation which we are entering into (see Box 17).

In this way, we have come to identify three main are-
as of innovation in the political, economic and tech-
nological governance of cloud-computing technolo-
gies. Innovations along these lines emerge in many
features of the EU's ongoing initiatives. Yet it is fair
to say that they are still insufficiently recognised and



even less placed at the centre of the EU's vision and
strategy. Instead - this is our conclusion - the challen-
ges that they represent are set to become important
in the current resumption of public intervention in
digital policy and could determine in significant me-
asure the success or the failure of EU policy.

In conclusion, let us summarise these areas that we
have been discussing - and what they suggest in ter-
ms of where we should expect public policy innova-
tions in the near future.

Firstly, these principles are already widely used in
industry and by the largest digital companies, as
critical tools to build their technological systems
and orchestrate and shape their business models.
What is new, here, is the use of these principles as a
lever for public policy. One of the characteristics of
this matrix is that they create and eliminate markets.
That is to say: they shape markets, but also eliminate
them and unleash productivity according to a diffe-
rent logic (Berlinguer, 2023; Mazzucato, 2023). As
EU initiatives themselves show, the use of this matrix
can head in two different directions.

It provides tools to disarticulate the monopolistic
systems that have established themselves on the In-
ternet and in the digital world, and to create more
space for competition and innovation. And they can
function as aggregative principles for the collabora-
tive development of new systems. At least in theory,
this is also true at the political level. In this way, they
provide a compass for the convergence of different
EU states. In any case, looking forward, the question
of how to wisely use the powers in the hands of
the public sector in the modulation of these prin-
ciples, wielding them both boldly and intelligent-
ly, is going to be one of the most critical areas of
experimentation for public policy.

Secondly, we have argued that there are multiple
forces at work behind the increasing importance
of this matrix of principles. However, one of these
is the growing complexity of digital technological
systems, and this complexity also reverberates on
their governance, which has in fact continuously
evolved over the past two decades. What the EU po-
licy suggests to us is that a new type of organisation
is beginning to take shape to meet the challenges
and characteristics of the new phase which we are
entering into. We have framed these new organisa-
tions as a “second generation” of hybrids. The first
generation is the one which emerged from the dy-
namic hybridisation of communities and businesses,
commons and markets.

The novelty, in this second case, will come from the
full integration of the public sector in these gover-
nance systems. Looking forward, we can anticipate
that an important part of the innovations that will
accompany the next generation of public policy
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will play out around the governance of this new
generation of hybrid organisations. Although we
are seeing the first embryonic examples in some Eu-
ropean initiatives, this is probably the least conside-
red and the most important of the challenges ahead.

Finally, there is a third feature of this matrix that pro-
poses several challenges with regard to the political
and economic governance of future digital systems.
This feature is emphasised by FOSS as a digital com-
mons that has grown up at the centre of the quintes-
sential technology of the digital revolution. But the
argument can be generalised to all the principles of
the matrix, especially as they are increasingly inter-
twined with FOSS itself and its non-proprietary natu-
re, as we have argued.

All these principles are based on a collaborati-
ve logic. This is not necessarily deliberate. It is
not necessarily grounded in common goals. But
essentially, the core value that they produce is ge-
nerated by a logic of convergence, alignment and
sharing. As we have argued, one of their common
features is that they facilitate a dynamic coordi-
nation and division of labour that is based neither
on hierarchy and top-down planning, nor on price
signals and market transactions. This, in turn, indi-
cates a change in the dominant organisational for-
ms (see Box 9 and the previous point). But digging
even deeper, it signals the ongoing installation of a
new mode of growth or development (see Box 12).

There is no doubt that the importance of this logic
has so far been largely obscured by the neoliberal
“fixation” on the centrality of markets and competi-
tion. However, as the importance of these value-ge-
nerating systems grows, in conjunction with the
maturation of the new paradigm, this neglect will
become increasingly untenable. On the contrary,
addressing it explicitly may uncover possibilities
for radically rethinking a broad spectrum of poli-
cies in the transition to cloud computing and, more
broadly, in the next phase of digital transformation.




Toward a new model of development? BOX17

Several authors have worked around the concept of
“paradigm shift” in order to frame and understand
the innovations produced by the digital revolution.
These include Manuel Castells, with his theory of
“informationalism” (Castells, 2004), and Carlo-
ta Perez, with her theory of “techno-economic
paradigms” (Perez, 2003). Both see the eruption of
a sequence of interconnected radical technological
innovations as the main driving forces behind these
paradigm shifts.

It is certainly more than plausible that we are in the
midst of a mutation of this nature. One of the most in-
teresting implications of their theories is the idea that
these changes of paradigm introduce discontinuities
and novelties in the forms of growth and in develop-
ment modes. From this point of view, the challenges
that emerge in the construction of new political, te-
chnological and economic governance tools in the
transition to cloud computing potentially take on
a broader meaning, as they can be framed within a
paradigm shift in the forms of government and in the
very conceptualisation of growth and development.

There are many indicators that a shift of this kind is
underway. For example, it is known that there is a
dissociation - a mismatch - between the flows of pro-
duction, consumption and capitalisation in the digital
economy (Brynjolfsson & Saunders, 2009) and the sy-
stems for measuring economic processes developed
during the Fordist-Keynesian paradigm, such as GDP,
an indicator introduced to govern the economy at a
macroeconomic level in the 1930s and ‘40s (Europe-
an Commission, 2007; Fioramonti, 2013).

The explosion in the importance of “intangibles” -
assets that have an importance in the production of
value but which lack a conventionally shared measu-
rement (Arvidsson & Peitersen, 2013) - or the so-cal-
led productivity paradox - the difficulty of recording
increases in productivity resulting from ICT - that
economists and historians of technology have been
debating for three decades (Van Ark, 2016), are just
some of the examples that can be given.

FOSS itself can be taken as an emblem of this dis-
sociation. As we observed (see Box 14), tthe mea-
surement of the value produced by FOSS remains
a black hole. More generally, the growth of a new
type of commons on the frontier of the digital revo-
lution is perhaps one of the most striking novelties of
the ongoing paradigmatic discontinuity (Berlinguer,
2020a). For the success of this innovative model of
organising production occurred within the core te-
chnology of the digital revolution.

Despite its anomalous and even idiosyncratic cha-
racteristics with respect to private property and
the market, FOSS has gradually established itself at
the centre of the digital economy. Like other cen-
tral phenomena of the digital economy, it escapes
conventional economic measures. Finally, because
it provides a model that is spreading in other areas,
with microchip design and data as the most signifi-
cant ongoing examples.

But, more precisely, beyond FOSS, the matrix as a
whole could have a broader and paradigmatic me-
aning for the forms of governance that will emerge
in the future.

Many of the characteristics - scale, complexity, dyna-
mism, interdependence, integration, polycentricity
- that pose challenges for cloud computing gover-
nance and that have brought this matrix to pre-emi-
nence in software are actually challenges that cut
across many other areas of technological, economic
and political innovation. Moreover, it is realistic to
expect that with regard to data governance we will
see solutions modelled on this same matrix emerge
(see Box 10). And it is not surprising that discussions
have begun about the need to reach a new social
pact around data management and governance.

One of the fathers of the concept of paradigm shi-
ft was the philosopher of science Thomas Kuhn.
One of Kuhn's most fascinating contributions was
his modelling of the cycle of phases that characte-
rise the crisis and the replacement of a dominant
paradigm in the context of “scientific revolutions”.
Carlota Perez borrowed the concept of paradigm
from Kuhn and applied it to the techno-economic
field (Perez, 2012). A paradigm should be understo-
od as a standard and prevalent way of “framing
problems and providing solutions”. Standardised
mass production, the hierarchical division of labour
within large vertically integrated companies, and
the sharp division between planning and execution,
are all exemplary of the paradigm that prevailed in
the Fordist era.

Carlota Perez, in her theory, also modelled different
phases in the sequence of a paradigm shift. Indeed,
some of the challenges that we have seen emerging
in the European attempt to develop a new gover-
nance capacity in the development of cloud compu-
ting systems can be framed within her theory and,
following this approach, they signal a phase shift.
Perez, on the basis of the cycles that have characte-
rised previous “technological revolutions”, argues
that the full realisation of the growth and develop-




ment potential of any new techno-economic para-
digm requires overcoming the phase dominated
by laissez faire philosophy and the prevalence of fi-
nance in the governance of the economy. These are
both - according to his theory - typical features of the
early stages of technological revolutions.

Perez also argues that the return of the primacy of
the “real economy” coincides with a restructuring
of the forms of political government which, in his
model, is typically the last level to be affected by the
technological revolution (Perez, 2004; 2013). This
ultimately leads us to see that the re-foundation of a
capacity for the political governance of technologi-
cal and economic processes, adequate to the chal-
lenges of the digital age, is one of the most pressing
unresolved challenges of the current phase of politi-
cal and economic impasse, not just in Europe.

Hence, perhaps the most speculative and impor-
tant question that this essay leaves us with is the fol-
lowing. What might the spread of this matrix of orga-
nisational and institutional solutions - which we have
characterised as alternative to the typical responses
of the Fordist-Keynesian era - suggest in terms of re-
structuring the forms of political governance?

This question can be unpacked in two ways. The
first concerns the approach to a question that is as
necessary as it is widely disregarded, namely: how
will public administrations be restructured by di-
gital transformation? We noted at the outset how
cloud computing brings this issue to the fore and
how it touches on sensitive areas of sovereignty and
power allocation, causing predictable resistance to
its deployment in public administration. This matrix
probably has much to say about the governance of
this transformation, and at first glance, public ad-
ministration offers - at least in the abstract - a prime
ground for its potential exploitation. The Indian go-
vernment, in fact, has taken some steps in this di-
rection. The second way of unpacking the issue is no
less difficult. In fact, it is about the political and eco-
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nomic macro governance of the digital transforma-
tion and the exploration of innovative political and
economic solutions that fall outside the traditional
state and market models.

This exploration of new institutional forms has often ta-
ken place in recent decades around what has been cal-
led the governance of the commons (Ostrom, 1990;
Hardt & Negri, 2009). The study of the commons has
expanded more and more as the digital revolution has
progressed. And as we have seen, digital commons
have “officially” entered in EU documents as a source
of possible innovative solutions in the development
and political governance of digital technologies. But
the commons still remains a field of study and action
in the making. The first wave of commons studies en-
deavoured to define the specific characteristics of the
commons as an autonomous sphere distinct from the
market and the state (Berlinguer, 2020a).

However, the evolution of FOSS highlights how es-
sential it is deepen the understanding of hybrid ar-
rangements among all these distinct institutional
orders. Itis from this hybridity that a new institutiona-
lism and new forms of political and economic gover-
nance will plausibly emerge. Moreover, the size and
scope of these systems, the entry of states into their
governance, and the broader international context
require the articulation of these innovations on a bro-
ad, systemic, political, and even global scale. With
this in mind, it is certainly worth exploring how the
application of new governance principles to this ma-
trix - which has emerged from the trajectory and evo-
lution of software systems and technologies, which
was the area where the rediscovery of the commons
in the digital age pragmatically began - can advance
this research, the field of commons studies, and sup-
port the articulation of new policy experiments.

At the European level, as well as globally, perhaps
the most crucial contribution that this matrix can
make is to help imagine and experiment with new
forms of collaboration.
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The global cloud computing market is projected to grow to $2.4 trillion USD by 2030.

See fortunebusinessinsights.com

See for example, Kawalek & Baya (2017).

Source: Fadhlurrahman, R. (2023). The Chaos of Maintaining Software Dependencies and How to Tame
Them. Medium. 18/04/2023. Source: medium.com

See srgresearch.com

See amchameu.eu

See euractiv.com

See ec.europa.eu

See gaia-x.eu

See www.bmwk.de

See opennebula.io

See digital-strategy.ec.europa.eu

See digital-strategy.ec.europa.eu

See digital-strategy.ec.europa.eu

See health.ec.europa.eu

See commission.europa.eu

See wikipedia.org

See innovazione.gov.it

See commission.europa.eu

See innovazione.gov.it

See tpi.it

See agendadigitale.eu

See numerique.gouv.fr

See presse.economie.gouv.fr

See also latribune.fr

See lebigdata.fr

See euractiv.com

See cyber.gouv.fr

See cncf.io

The exemption that the last draft of the Al Act grants to open-source Al models in certain areas
(those not classified as high-risk or prohibited), goes precisely in this direction. See reuters.com
This would be a positive discriminatory policy, justified by the greater transparency, openness to
competition and democratisation of adoption and innovation that open-source solutions provide.
See wikipedia.org

See fossa.com

See wired.com

See ncsc.gov.uk

See coreinfrastructure.org

See openssf.org

See commission.europa.eu

See sovereigntechfund.de

See european-cyber-resilience-act.com

xxxviii See govinfo.gov
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https://presse.economie.gouv.fr/12-09-2022-bruno-le-maire-et-jean-noel-barrot-reaffirment-la-strategie-nationale-pour-le-cloud-et-annoncent-de-nouveaux-dispositifs-en-faveur-du-secteur/#_ftn1
https://www.fortunebusinessinsights.com/cloud-computing-market-102697
https://medium.com/inside-bukalapak/the-chaos-of-maintaining-software-dependencies-and-how-to-tame-them-413cc233d800
https://www.srgresearch.com/articles/european-cloud-providers-continue-to-grow-but-still-lose-market-share
http://www.amchameu.eu/system/files/position_papers/amcham_eus_position_on_eu_cloud_rulebook_and_related_cloud_initiatives_-_final.pdf
https://www.euractiv.com/section/cybersecurity/news/eu-countries-seek-way-out-of-impasse-on-sovereignty-requirements-for-cloud-services/
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_6246
https://gaia-x.eu/
https://www.bmwk.de/Redaktion/EN/Artikel/Industry/ipcei-cis.html
https://opennebula.io/innovation/ipcei-cis/
https://digital-strategy.ec.europa.eu/en/policies/cloud-alliance
https://digital-strategy.ec.europa.eu/en/news/simpl-streamlining-cloud-edge-federations-major-eu-data-spaces-updated-october-2023
https://digital-strategy.ec.europa.eu/en/library/concept-paper-open-european-software-defined-vehicle-platform
https://health.ec.europa.eu/other-pages/basic-page/myhealtheu-flyer-addressed-patients-and-health-professionals_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-industrial-strategy_en
https://en.wikipedia.org/wiki/CLOUD_Act
https://innovazione.gov.it/notizie/articoli/pubblicato-il-bando-per-il-polo-strategico-nazionale/
https://commission.europa.eu/business-economy-euro/economic-recovery/recovery-and-resilience-facility_en
https://innovazione.gov.it/dipartimento/focus/polo-strategico-nazionale/
https://www.tpi.it/tecnologia/cloud-ue-lancia-controffensiva-big-tech-usa-20211216850967/
https://www.agendadigitale.eu/infrastrutture/strategia-cloud-italia-cosa-prevede-e-il-confronto-con-gli-usa/
https://presse.economie.gouv.fr/12-09-2022-bruno-le-maire-et-jean-noel-barrot-reaffirment-la-strategie-nationale-pour-le-cloud-et-annoncent-de-nouveaux-dispositifs-en-faveur-du-secteur/
https://www.latribune.fr/technos-medias/cloud-souverain-la-surprenante-volte-face-de-l-etat-en-faveur-de-l-ecosysteme-francais-932326.html
https://www.lebigdata.fr/protection-donnees-gouvernement-menace
https://www.euractiv.com/section/digital/news/france-to-prioritise-digital-regulation-tech-sovereignty-during-eu-council-presidency/
https://cyber.gouv.fr/actualites/lanssi-actualise-le-referentiel-secnumcloud
https://www.cncf.io/
https://www.reuters.com/technology/eus-ai-act-could-exclude-open-source-models-regulation-2023-12-07/
https://en.wikipedia.org/wiki/Heartbleed
https://fossa.com/blog/npm-packages-colors-faker-corrupted/
https://www.wired.com/story/log4j-flaw-hacking-internet/
https://www.ncsc.gov.uk/information/log4j-vulnerability-what-everyone-needs-to-know
https://www.coreinfrastructure.org/
https://openssf.org/
https://commission.europa.eu/about-european-commission/departments-and-executive-agencies/informatics/eu-fossa-2-free-and-open-source-software-auditing_en
https://sovereigntechfund.de/en/
https://www.european-cyber-resilience-act.com/
https://www.govinfo.gov/content/pkg/BILLS-117s4913is/pdf/BILLS-117s4913is.pdf
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OpenForum Europe has conducted a work of collecting and organising the FOSS ecosystem'’s critical
observations on the CRA draft and submitted a list of amendments to EU legislators.

To view this discussion on the web, visit FOSS Community Google Group.

See swipo.eu

Federated solutions, furthermore, are more appropriate both for the EU’s political characteristics as a
Union of states and for the technical requirements of the future Edge-Cloud-loT infrastructure.
Beginning with the adoption of Linux. Linux, in fact, did not enjoy such great success as an operating
system for personal computers (where Microsoft maintained its dominance). It instead found its way

as a dominant platform in other areas such as mobile devices (Android is a derivative of Linux) and in
servers and Web servers. This latter is the use that started to be made of Linux, since the mid-1990s, by
large organisations with supercomputing needs, such as NASA or later Google, that exploited it to build
relatively inexpensive huge data centers and processing capacities. This in turn highlights a paradox.
Linux, often celebrated for the democratisation it brought in software production and in a crucial layer of
technological innovation, provided a potent foundation to what is the processes of “industrialisation”
and “platformisation” of the Internet, and the present hugely concentrated architecture in cloud
computing itself. On this, see: Berlinguer, 2018

This approach has been expanded to embark the theorise that the cyclical upsurges in growth depend
on periods of combinatorial innovation of interrelated new technologies.

This cumulative process is also the most compelling explanation for the reversal of the dominance

of proprietary software in favour of FOSS, which occurred only gradually, starting at the margins and

in the most innovative areas, and then accelerating around 2010 and becoming unstoppable and
irresistible since then. On this reversal of hegemony, see Commons, Markets and Public Policy, pp. 29-35
(Berlinguer, 2020b).

Google’s Android has been one of the first and most successful examples

(Amadeo, 2013; Berlinguer, 2018).

The Indian model of digital public infrastructure (DPI) provides open-source architecture in the critical
domains of digital identity, payments, banking, and health in order to guarantee “sovereignty” on
personal data storage and use. See nextias.com

Access to data is granted via anonymised and encrypted technologies to private businesses with consent
from users using a techno-legal approach: the Data Empowerment and Protection Architecture (DEPA).
See niti.gov.in

Strategies include designing for resilience and maintaining pluralism and redundancy of choices
(Benkler, 2016).

There is a vast literature on this subject. See for example, Lakhani & Wolf (2003) and Von Krogh & al. (2012).
The practice of “pre-competitive collaboration” in R&D has gained traction in many sectors, not just in
software. See Contreras & Vertinsky, 2016.

Many examples in different fields could be cited. Right now a notable case is provided in microchip
design, by RISC-V, an open-standard instruction set architecture (ISA), which is gaining momentum,
especially with the support of Chinese companies, after the introduction of restrictions on the export of
advanced microchip technology to China. See https://riscv.org/. But another critical case is likely to be
provided by data. See in this regard Box 10.

There have been numerous FOSS policy failures in the past. See Berlinguer, 2020b.

See the Declaration by the Presidency of the Council of the European Union calling for a European
Initiative for Digital Commons at: diplomatie.gouv.fr

See businesstoday.in and itu.int
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https://groups.google.com/a/openforumeurope.org/d/msgid/foss-community/CAGjzPW9LPLvONa7y2phriej0Z_NSTzK9aZTcbEBemWx2y0nMTA%40mail.gmail.com
https://swipo.eu/
https://www.nextias.com/editorial-analysis/27-09-2023/indias-digital-public-infrastructure-dpi-2/
https://www.niti.gov.in/sites/default/files/2023-03/Data-Empowerment-and-Protection-Architecture-A-Secure-Consent-Based.pdf
https://www.diplomatie.gouv.fr/IMG/pdf/declaration_of_the_presidency_european_initiative_for_digital_commons_cle894d85.pdf
https://www.businesstoday.in/magazine/deep-dive/story/heres-how-indias-digital-public-infrastructure-is-going-global-405177-2023-11-09
https://www.itu.int/initiatives/sdgdigital/digital-public-infrastructure/
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For example, several US lawmakers have shown a clear concern for the open source Risc-V project in
microchip design and the intention of prohibiting American developers to participate in it.

See thehill.com

Risc-V foundations has moved from USA to Switzerand precisely to avoid to be dragged into these
geopolitical clashes. See for example nasdag.com

“| fear that our export-control laws are not equipped to deal with the challenge of open-source software -
whether in advanced semiconductor designs like RISC-V or in the area of Al - and a dramatic paradigm shift
is needed,”; “U.S. persons should not be supporting a PRC tech transfer strategy that serves to degrade
U.S. export control laws.” said US lawmakers. However, things can go in the opposite direction, in other
cases. In the case of 5G, where the technological advantage is Chinese, US industry and government
sponsor an open source solution: 5G open RAN.

In 2021, the Ministry of Industry and Information Technology’s development planning guidance
prominently featured open source. See interconnected.blog

See techcrunch.com

See gizchina.com

See for example the Open Network for Digital Commerce.

See thehill.com

See nasdaqg.com

See reuters.com

See calcalistech.com

See businessinsider.com
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https://thehill.com/opinion/technology/4207022-china-is-edging-out-the-us-militarys-advantage-on-tech/
https://www.nasdaq.com/articles/exclusive-us-china-tech-war:-risc-v-chip-technology-emerges-as-new-battleground
https://interconnected.blog/open-source-in-china-next-four-years/
https://techcrunch.com/2020/08/21/china-is-building-its-github-alternative-gitee/?guccounter=1
https://www.gizchina.com/2022/04/17/github-accounts-in-russia-blocked-no-one-can-resist-sanctions/
https://thehill.com/opinion/technology/4207022-china-is-edging-out-the-us-militarys-advantage-on-tech/
https://www.nasdaq.com/articles/exclusive-us-china-tech-war:-risc-v-chip-technology-emerges-as-new-battleground
https://www.reuters.com/technology/eus-ai-act-could-exclude-open-source-models-regulation-2023-12-07/
https://www.calcalistech.com/ctechnews/article/s19lafwn2
https://www.businessinsider.com/andrew-ng-google-brain-big-tech-ai-risks-2023-10
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